Webmail avec SquirrelMail

Ce tutoriel développe la mise en place d'un Webmail avec SquirrelMail sous Apache2, Postfix et
courier-imap. Pour un minimum de sécurité vous devez utiliser IMAPS et HTTPS.

Installation des packages

Postfix
Courier-imap

(;; " Mandrake

apache2-modules-2.0.53-9.2.102mdk
apache-conf-2.0.53-5mdk
apache2-mod_php-2.0.53 4.3.10-7mdk
apache2-common-2.0.53-9.2.102mdk
apache2-2.0.53-9.2.102mdk

php-pear-4.3.10-3.2.102mdk
php-ini-4.3.10-3mdk
php-imap-4.3.10-6.1.102mdk
php-ldap-4.3.10-6mdk

libmysql14-4.1.11-1.1.102mdk
MySQL-common-4.1.11-1.1.102mdk
MySQL-client-4.1.11-1.1.102mdk
MySQL-4.1.11-1.1.102mdk

squirrelmail-1.4.4-5mdk

@debian

@deblan

apache2_2.0.54-4 i386.deb
apache2-common_2.0.54-4 i386.deb
apache2-mpm-prefork 2.0.54-4 i386.deb
apachez-utils_2.0.54-4 i386.deb
libapache2-mod-php4_4.3.10-15 i386.deb

php4-imap_4.3.10-15 i386.deb
php4-ldap_4.3.10-15 i386.deb
php4-mysql_4.3.10-15 i386.deb
php4-pear_4.3.10-15_i386.deb

libmysglclient12_4.0.24-10_i386.deb
mysql-client_4.0.24-10_i386.deb
mysql-common_4.0.24-10 i386.deb
mysql-server_4.0.24-10 _i386.deb

squirrelmail_1.4.4-5 all.deb
squirrelmail-locales_1.4.4-20050308-1_all.deb

Apres l'installation des packages, vérifiez la présence des lignes suivantes :

srv8: ~# grep i map /etc/ php4/ apache2/ php.i ni

ext ensi on=i map. so

srv8: ~# grep | dap /etc/ php4d/ apache2/ php.i ni

ext ensi on=l dap. so

Si elles sont absentes, ajoutez les :

srv8: ~# vi [etc/php4d/ apache2/ php. i ni

ext ensi on=i map. so
ext ensi on=| dap. so



Configuration de MySOL

Si vous n'avez pas encore créé votre mot de passe root pour MySQL :

srv8: ~# nysqgl -u root

nmysql > SET PASSWORD FOR r oot @ ocal host =PASSWORD( ' nysql password' ) ;

nmysql > SET PASSWORD FOR r oot @rv8. dne. al ex. f r =PASSWORD( ' nysgl password' ) ;
nysql > quit

Bye

Création de la base squirrelmail :

srv8: ~# nysqgladmn -p create squirrel mil
Enter password:

Création du compte squirreluser@localhost et changement des droits sur la base squirrelmail :

srv8: ~# nysql -u root -p
Ent er password:

nysql > GRANT sel ect,insert, update,delete ON squirrelmail.* TO
squi rrel user @ocal host | DENTI FI ED BY ' sqpassword’;
Query OK, O rows affected (0.01 sec)

nysql > quit
Bye

Création des tables address, userprefs et global_abook pour stocker les différentes informations des
utilisateurs SquirrelMail.

Créez le fichier squirrelmail.sql :

use squirrel mail;

CREATE TABLE address (
owner varchar(128) DEFAULT '' NOT NULL,
ni cknanme varchar (16) DEFAULT '' NOT NULL,
firstname varchar(128) DEFAULT '' NOT NULL,
| ast nane varchar (128) DEFAULT '' NOT NULL,
emai | varchar(128) DEFAULT "' NOT NULL,
| abel varchar (255),
PRI MARY KEY (owner, ni cknane),
KEY firstnane (firstnane, | astnane)

),

CREATE TABLE userprefs (
user varchar(128) DEFAULT "' NOT NULL,
prefkey varchar(64) DEFAULT '' NOT NULL,
prefval BLOB DEFAULT '' NOT NULL,
PRI MARY KEY (user, prefkey)

),

CREATE TABLE gl obal _abook (
owner varchar(128) DEFAULT '" NOT NULL,
ni ckname varchar (16) DEFAULT '' NOT NULL,
firstname varchar(128) DEFAULT "' NOT NULL,
| ast name varchar (128) DEFAULT "' NOT NULL,
emai | varchar (128) DEFAULT "' NOT NULL,
| abel varchar (255),



PRI MARY KEY (owner, ni cknane),

KEY firstnanme (firstnane, | astnane)

)

Inserez ces tables dans MySQL :

srv8: ~# nysql -u root -p < squirrel mail.sql

Configuration d'Apache?

Pour plus de sécurité, utilisez HTTPS (voir Apache?).

(«; " Mandrake

Editez le

fichier /etc/httpd/webapps.d/73_squirrelmail.conf

pour adapter l'alias :

<I f Modul e nod_al i as. ¢c>

Alias /squirrelmil /

var/ ww/ ht ml / squi rrel mai

</ | f Modul e>

<Directory /

var/ ww/ htm /squirrel mail >

<I f Modul e nod_php4. c>

php_adm n_val ue

sessi on. bug_conpat _42 0

# Ot herwise can't send mails
php_adm n_val ue safe_node O

# M sc

iy php_flag regi ster_gl obal s
o]

# Ot her increased PHP paraneters

php_adm n_val ue nenory limt
64M

php_adm n_val ue post _max_si ze
17M

php_adm n_val ue
upl oad_nmax_fil esize 16M

php_adm n_val ue
max_execution_tinme 120

</ | f Modul e>

## To force https connection

@debian

Créez un lien symbolique pour activer l'alias :

srv8:~# In -s /
etc/squirrel mail / apache. conf /
et c/ apache2/ conf. d/squirrel mail . conf

srv8: ~# /etc/init.d/ apache2 restart

# <I f Modul e nod_ssl.c>
# SSLRequi r eSSL
# SSLRequire %

{SSL_Cl PHER USEKEYSI ZE} >= 128

#

</ | f Modul e>

</Directory>



Configuration de SquirrelMail

Il suffit de d'utiliser le configurateur SquirrelMail :

("' Mandrake @debian

[root @rv8 root]# /
var/ww/ htm /squirrel mai |l /confi g/ con

f.pl

srv8: ~# /usr/sbin/squirrel mail -
configure

Squirrel Mail Configuration : Read: config.php (1.4.0)
Main Menu - -

Organi zation Preferences
Server Settings

Fol der Defaults

General Options

Thenes

Addr ess Books

Message of the Day (MOTD)
Pl ugi ns

Dat abase

Languages

POONOGOARWNE

o

Set pre-defined settings for specific | MAP servers

Turn col or on
Save data

Qui t

Command >> 1

Q0O U

Squirrel Mail Configuration : Read: config.php (1.4.0)

Organi zati on Preferences

1. Organi zation Nane : Squirrel Mail

2. Organization Logo . ../inmages/sm.| ogo. png
3. Og. Logo Wdth/Height : (308/111)

4. Oganization Title : Squirrel Mail $version
5. Signout Page :

6. Top Frane . _top

7. Provider link : http://ww. squirrel mail.org/
8. Provider nane > Squirrel Mail

R Return to Main Menu

C Turn color on

S Save data

Q Quit

Conmand >> R
Command >> 2
Squirrel Mail Configuration : Read: config.php (1.4.0)

Server Settings

Cener al
1. Donmi n oalex.fr
2. | nvert Tine . fal se

3. Sendmai | or SMIP : SMIP



A. Update | MAP Settings
B. Update SMIP Setti ngs
R Return to Main Menu
C Turn col or on

S Save dat a

Q Quit

Command >> A

Squi rrel Mai |

Server Settings

Cener al
1. Donmi n
2. | nvert Tine

3. Sendmai | or SMIP

| MAP Settings

| MAP Server

| MAP Port

Aut henti cation type
Secure | MAP (TLS)
Server software
Delimter

Updat e SMIP Settings

Return to Main Menu
Turn col or on
Save data

Qui t

Command >> B

OO IWmw ©oo~Nouh

Squi rrel Mai l

Cener al
1. Donai n
2. | nvert Tine

3. Sendmail or SMIP

SMIP Settings

SMIP Server

SMIP Port

POP before SMIP
SMIP Aut henti cati on
Secure SMIP (TLS)

Update | MAP Settings
H de SMIP Settings

Return to Main Menu
Turn col or on
Save data

Qui t

Command >> R

OnOx I oNouks

Configuration :

H de | MAP Server Settings

Configuration :

I maps. al ex. fr:993 (courier)
sntp.alex.fr:25

Read: config.php (1.4.0)
alex.fr

fal se

SMIP

i maps. al ex. fr
993

| ogin

true

courier

det ect

sntp.alex.fr:25

Read: config.php (1.4.0)
alex. fr

fal se

SMIP

sntp.alex.fr
25

fal se

none

fal se

i maps. al ex. fr:993 (courier)



tbhnand >> 3

Squirrel Mail Configuration : Read:

config. php (1.4.0)

Fol der Defaults

CONOGTRWNHE

Def ault Fol der Prefix

Show Fol der Prefix Option
Trash Fol der

Sent Fol der

Drafts Fol der

By default, nove to trash
By default, nove to sent

By default, save as draft
Li st Special Fol ders First
Show Speci al Fol ders Col or
Aut o Expunge

Def aul t Sub. of | NBOX

Show ' Contain Sub.' Option
Default Unseen Notify
Default Unseen Type

Aut o Create Special Folders
Fol der Del ete Bypasses Trash
Enabl e / NoSel ect folder fix

Return to Main Menu
Turn col or on
Save data

Qui t

Command >> R

tbhnand >> 4

Squirrel Mail Configuration : Read:

fal se

| NBOX. Tr ash
| NBOX. Sent

| NBOX. Drafts
true

true

true

true

true

true

true

fal se

2
1
true
f
f

al se

config.php (1.4.0)

CGeneral Options

CoONOUGTARWONEE

Data Directory

Data Directory

Attachnent Directory
Directory Hash Level
Default Left Size

User nanmes i n Lowercase
Al'l ow use of priority
Hide SM attributions
Al'l ow use of receipts
Allow editing of identity
Al'l ow server thread sort
Al | ow server-side sorting

Al |l ow server charset search :

Enabl e U D support
PHP sessi on nane

Return to Main Menu
Turn col or on
Save data

Qui t

Command >> R

tbhnand >> 6

Squirrel Mail Configuration : Read:

(Debian) /var/lib/squirrel mail/data/
(Mandrivia) /var/lib/squirrelmail/prefs
/ var/ spool /squirrel mail/attach/

0

150

fal se
true

fal se
true
true/true
fal se

fal se
true

true
SQVBESSI D

config.php (1.4.0)

Addr ess Books

1.

Change LDAP Servers



Use Javascri pt Address Book Searc . fal se
d obal file address book :
Allow witing into global file address book : false

Return to Main Menu
Turn col or on
Save dat a

Qui t

Command >> R

QOQnOxo hwnN

Cbhnand >> 8

Squirrel Mail Configuration : Read: config.php (1.4.0)

in
nstal | ed Pl ugins

1. filters

2. cal endar

3. abook_t ake

4. newml

5. nessage details

QJU)

Avai | abl e Pl ugi ns:
6. translate
7. info
8. del et e_nbve next
9. squirrel spel
10. spantop
11. fortune
12. adm ni strator
13. bug_report
14. sent _subfol ders
15. mail _fetch

16. |i stcommunds
R Return to Main Menu
C Turn col or on
S Save data
Q Quit

Command >> R
Cbhnand >> 9

Squirrel Mail Configuration : Read: config.php (1.4.0)
Dat abase

1. DSN for Address Book :

nysql : //squirrel user: sqgpassword@ ocal host/ squi rrel mai
2. Table for Address Book : address

3. DSN for Preferences

nysql ://squirreluser: sqpassmord@}ocalhost/qu|rreIna|
4. Table for Preferences : userprefs

5. Field for usernane . user

6. Field for prefs key . prefkey

7. Field for prefs value : prefva
8
ny

. DSN for G obal Address Book
sql ://squirrel user: sqpassmord@@ocalhost/qu|rreIwa|

9. Table for d obal Address Book . gl obal _abook
10. Allow witing into d obal Address Book : false
11. Allow listing of G obal Address Book . fal se

R Return to Main Menu



C Turn col or on
S Save data

Q Quit

Command >> R

Conmand >> 10

Squirrel Mail Configuration : Read: config.php (1.4.0)

Language preferences

Def aul t Language . fr_FR

Def aul t Char set : 150-8859-1
Enabl e | ossy encoding : false

Return to Main Menu
Turn col or on
Save data

Qui t

Command >> R

OO whkE

Command >> S
Data saved in config. php
Press enter to continue. ..

Command >> Q
Exiting conf.pl.
You m ght want to test your configuration by browsing to

http://your-squirrel mail-1location/src/configtest. php
Happy Squirrel Mailing!

Connexion au Webmail

https://webmail.alex.fr/squirrelmail/

Document mis a jour : 02/12/05



