Postfix

Ce tutoriel développe la mise en place d'un serveur de messagerie Postfix avec I'antivirus Clamav et

Spamassassin.

Installation des packages

(; " Mandrake

postfix-2.1.4-2mdk
libpostfix1-2.1.4-2mdk
amavisd-new-2.1.2-1mdk
clamav-0.81-0.2.101mdk
libclamav1-0.81-0.2.101mdk
clamav-db-0.81-0.2.101mdk
spamassassin-3.0.0-1mdk
perl-Mail-SpamAssassin-3.0.0-1mdk
courier-imap-3.0.8-1mdk.i586.rpm
courier-imap-pop-3.0.8-1mdk.i586.rpm
courier-imap-utils-3.0.8-1mdk.i586.rpm
unarj-2.65-1plf.i586.rpm
unrar-3.40-1plf.i586.rpm
z00-2.10-2plf.i586.rpm
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postfix_2.1.5-9 i386.deb
amavisd-new_20030616p10-5_all.deb
clamav_0.83-5_i386.deb
clamav-base 0.83-5_all.deb
clamav-daemon_0.83-5 i386.deb
clamav-freshclam_0.83-5 i386.deb
libclamavl 0.83-5 i386.deb
spamassassin_3.0.2-1_all.deb
spamc_3.0.2-1_i386.deb
courier-authdaemon_0.47-4 i386.deb
courier-base_0.47-4 i386.deb
courier-imap _3.0.8-4_i386.deb
courier-imap-ssl_3.0.8-4_i386.deb
courier-ssl _0.47-4 i386.deb
courier-pop_0.47-4_i386.deb
courier-pop-ssl_0.47-4 _i386.deb
libfam0c102_2.7.0-6_i386.deb
unarj_3.10.21-2 i386.deb
unzoo_4.4-2_i386.deb
unrar_0.0.1-1_i386.deb



Configuration de Postfix

Editez le fichier /etc/postfix/main.cf :

(:; " Mandrake

# These are only the paraneters changed froma default install see
# [etc/postfix/main.cf.dist for a coomented, fuller version of this file.

# These are changed by postfix install script
readnme_directory = /usr/share/doc/postfix-2.1. 1/ README FI LES
sanple directory = /usr/share/ doc/postfix-2.1.1/sanpl es

htm directory = /usr/share/doc/postfix-2.1.1/htmni

sendmai | _path = /usr/sbin/sendmail . postfix
setgid _group = postdrop

command_directory = /usr/shin
manpage_directory = /usr/share/ man
daenon_directory = /usr/lib/postfix
newal i ases_path = /usr/bin/newal i ases. postfix
mai |l q_path = /usr/bin/mailqg.postfix
queue_directory = /var/spool / postfix
mai | _owner = postfix

# User configurable paraneters

myhostname = srv3.dne. alex. fr

mydomai n = al ex. fr

# Pour obtenir une adresse sous la fornme : "user @nydonai n"
nyorigin = $nydomai n

# I ndi que sur quelles interfaces Postfix écoutera.

i net _interfaces = $nyhost nane, | ocal host

# | ndi que pour quels domai nes Postfix délivrera |le courrier.
nydestination = $myhost nane, | ocal host. $mydonai n, | ocal host, $nmydonai n
# Pour quels réseaux Postfix accepte de relayer |es connexions des
# utilisateurs. Ecrase |'option "nynetworks style = subnet”.
mynet wor ks = 127.0.0.0/8, 192.168.0.0/24

# Refuse de relayer les mails d' autres serveurs.

relay _domai ns =

# Délivre directenent vers Internet.

rel ayhost =

# Vous pouvez spécifier votre IP public en cas de NAT/ proxy.
#proxy_interfaces = 123.123.123.1

# b:ff, est un service de notification UNI X pour les utilisateurs "new
mai | "

biff = no

snt pd_banner = $myhost nane ESMIP $nmai | _nane (Mandrake Li nux)
unknown_| ocal _recipient_reject_code = 450
sntp-filter_destination_concurrency limt 2

Intp-filter _destination_concurrency limt 2
sntpd_sasl _path = /etc/postfix/sasl:/usr/lib/sasl?2
alias_maps = hash:/etc/postfix/aliases

al i as_dat abase = hash:/etc/postfix/aliases

virtual _maps = hash:/etc/postfix/virtua
canoni cal _maps = hash:/etc/ postfix/canoni cal

# I ndi que que nous utilisons un format Maildir (1 MAP/ POP)
home_mai |l box = Maildir/

# Option a utiliser avec des filtres externes.

recei ve_override_options = no_address_nmappi ngs

# Nous utilisons les filtres d'" Amavi s.

content _filter = Intp-filter:127.0.0.1:10025
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# See /usr/share/postfix/main.cf.dist for a conmented, nore conpl ete
version

En¥Pd_banner = $nyhost name ESMIP $nai | _nane ( Debi an/ GNU)

[ = no

# appending .domain is the MJA's job.

append_dot _nydomain = no

# Uncomment the next line to generate "del ayed mail" warnings
#del ay_warning_tinme = 4h

myhost name = srv3.dne. alex. fr

alias_maps = hash:/etc/aliases

al i as_dat abase = hash:/etc/aliases

myorigin = /etc/ mil nane

nydestinati on = $nmyhost nane, | ocal host. $mydomai n, $nydonai n
rel ay _domai ns
rel ayhost =
mynetwor ks = 127.0.0.0/8, 192.168.0.0/24

#mai | box_size limt =0

recipient_delimter = +

i net _interfaces = $nyhost nane, | ocal host
mydomain = alex.fr

home_mai | box = Maildir/

content filter = snmtp-amavis:[127.0.0.1]:10024

Modifiez le fichier /etc/aliases pour rediriger les mails de root vers un compte utilisateur de votre
choix :

r oot : ar nof ear

(j " Mandrake

PuSIancezceueconwnande:_
[root @rv3 user]# newal i ases

Pour récrire votre nom de domaine a I'expédition vous pouvez éditez le fichier /etc/canonical
Ajoutez cette ligne (votre domaine)

#@ﬁonaine_origine @lomai ne_sort ant
#@l ex.fr @lex-mail.org

#
@l ex.fr @lex.fr

Puis lancez cette commande :
[ root @rv3 user]# postnmap /etc/postfix/canonical



Veérifiez en bas du fichier /etc/postfix/master.cf :
(¢ Mandrake

127.0.0.1:10026 inet n -y - - snmpd
-0 content _filter=
-0 smpd_restriction_classes=
-0 smpd _client _restrictions=
-0 smpd_helo_restrictions=
-0 smtpd_sender _restrictions=
-0 smpd_recipient_restrictions=permt_nynetworks, reject
-0 nynetworks=127.0.0.0/8
-0 nynetwor ks_styl e=host
-0 strict_rfc821 _envel opes=yes

recei ve_override_options=no_unknown_reci pi ent _checks, no_header body checks
-0 smpd _client _connection |imt_exceptions=127.0.0.0/8

Imp-filter unix - -y - - Intp
-0 | mp_data _done_ti1 meout =1200
-0 di sabl e_dns_| ookups=yes

smp-filter unix - -y - - sntp
-0 sntp_data_done_ti1 meout =1200
-0 di sabl e_dns_I| ookups=yes

#H##H## END OF CONTENT FI LTER CUSTOM ZATI ONS #####

Ajoutez en bas du fichier /etc/postfix/master.cf :
& *
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# Mettez bien deux espaces devant -0 pour ne pas avoir d'erreurs de
synt axe.
snmp-amavis unix - - n - 2 sntp

-0 smtp_data _done_timeout =1200

-0 di sabl e_dns_| ookups=yes

127.0.0.1:10025 inet n - n - - sntpd
-0 content _filter=
-0 local _recipient_maps=
-0 relay_recipient_nmaps=
-0 smpd restriction_classes=
-0 smpd client _restrictions=
-0 smpd _helo restrictions=
-0 smpd_sender _restrictions=
-0 smpd_recipient_restrictions=permt_nynetworks, reject
-0 nynetworks=127.0.0.0/8
-0 strict_rfc821 envel opes=yes
-0 smpd_error_sleep_tine=0
-0 smpd_soft_error_Iimt=1001
-0 smpd_hard_error_Iimt=1000

#H##H## END OF CONTENT FI LTER CUSTOM ZATI ONS #####



Configuration de Amavis

Modifiez certaines variables du fichier :

(«; " Mandrake

letc/amavisd/amavisd.conf
use strict;

# a mnimlistic configuration file for amavisd-new with all necessary
settings
#

# (see amavi sd. conf-default for a list of all variables with their
defaul ts)
# (see amavi sd. conf-sanple for a traditional-style conmented file)

# COVMONLY ADJUSTED SETTI NGS:

# Laissez coomenté les 2 |lignes suivantes pour activer |"antivirus et
spam

# @ypass_virus_checks_maps = (1); # uncomment to DI SABLE anti-virus code
# @ypass_spam checks_maps = (1); # uncomment to DI SABLE anti-spam code

$max_servers = 2; # nunber of pre-forked children (2..15 is conmon)
$daenon_user ‘amavis'; # (no default; customary: vscan or amavis)
$daenon_gr oup ‘amavis'; # (no default; customary: vscan or amavis)

$nmydomain = "alex.fr'; # a convenient default for other settings

SMYHOVE = '/var/lib/amavis'; # a convenient default for other settings
#$TEMPBASE = "$MYHOVE"; # working directory, needs to be created manually
$TENPFﬁSE = "SMYHOVE/ t mp"; # working directory, needs to be created

manual |y

$ENV{ TMPDI R} = $TEMPBASE; # environment variable TWMPDI R

# Déactive | a quarantaine pour |les virus, suppression direct.
##SQUARANTI NEDI R = ' /var/ spool / amavi s/ virusmal | s';

$QUARANTI NEDI R = undef ;

# $daenon_chroot dir = $MYHOVE; # chroot directory or undef

# $db_home = "$MYHOWE db"
# S$hel pers_honme = "SMYHOVE/ var"; # prefer $MYHOMVE cl ean and owned by root
# $pid_file = "$MYHOWE var/amavi sd. pi d";

# $lock file = "$MYHOVE var/ amavi sd. | ock"
#NOTE: create directories $MYHOVE/ t np, $MYHOWE var, $MYHOVE/ db manual |y

@ ocal _domains_maps = ( [".$nydomain"] );
# @vynetworks = gwm 127.0.0.0/8 ::1 10.0.0.0/8 172.16.0.0/12
192.168.0.0/16 );

$l og |l evel = 2; # verbosity 0..5

$l og_recip_tenpl = undef; # disable by-recipient level-0 log entries
$DO SYSLOG = 1; # log via syslogd (preferred)

$SYSLOG LEVEL = 'nmmil. debug';



$enable_db = 1; # enable use of Berkel eyDB/|ibdb (SNVMP and nanny)
$enabl e_gl obal _cache = 1; # enabl e use of |ibdb-based cache if
$enabl e_db=1

$i net _socket port = 10025; # listen on this local TCP port(s)
#_?unix_socketnane = "$MYHOVE/ amavi sd. sock"; # when using sendnai
mlter

$sa_tag_level deflt
$sa_tag2 | evel deflt
$sa_kill _level _deflt
$sa_dsn_cutof f | evel

Ajoute une info spama partir de ce niveau.
Al oute 'spam detected dans |es entétes.
triggers spam evasive actions

0; # spam | evel beyond which a DSN is not sent

0; #
.9 #
9 #

?sa_nail_body_size_linit = 200*1024; # don't waste tine on SAif mail is
ar ger

$sa_local tests_only = 0; # only tests which do not require internet
access?

$sa auto whitelist = 1; # turn on AW in SA 2.63 or older (irrelevant

# for SA 3.0, cf option is '"use auto whitelist')

# @ ookup_sql _dsn =

# ( ['DBI:nysqgl:database=mail ; host=127.0.0.1; port=3306", 'userl',

"' passwdl' ],

# [ ' DBI : nysql : dat abase=nai | ; host =host2', 'usernane2', 'password2'] );

# Pour ne pas étre notifié par mail de la réception d' un virus ou spam
##$virus_admn = "virusal ert\ @nydomain"; # notifications recip.
$virus_adm n = undef;

##$gailfronlnotify_adnin = "virusal ert\ @mydonai n"; # notifications
sender

$mai |l fromnotify adm n = undef;

##$gailfronLnotify_recip = "virusal ert\ @nydonmain"; # notifications
sender

$mai |l fromnnotify recip = undef;

##$gaiIfronLnotify_spanadnin = "spam pol i ce\ @nydomai n"; # notifications
sender

$mai | from notify_spamadm n = undef;

$mail fromto_quarantine = ''; # null return path; uses original sender if
undef

@ddr _ext ensi on_vi rus_naps = ('virus');

@ddr _ext ensi on_spam maps = ('span);

@ddr _ext ensi on_banned_maps = (' banned');

@ddr _ext ensi on_bad_header _maps = (' badh');



$path = '/usr/local/sbin:/usr/local/bin:/usr/sbin:/sbin:/usr/bin:/bin";

$file = 'file'; # file(l) utility; use recent versions
$gzip = 'gzip'

$bzip2 = b2|p2"

$lzop = "'lzop'

$r pnRcpi o = | rancpio.pI','rancpio'];

$cabextract = 'cabextract';

$unconpress = ['unconpress', 'gzip -d', 'zcat'];
$unfreeze = ['unfreeze', '"freeze -d', "'nmelt', 'fcat'];
$arc = ['"nomarch', "arc'];

$unar | =["arj', "unarj'];

$unr ar =['rar', "unrar'];

$zoo = 'z00';

$l ha = 'lha';

$cpio = ['gcpio','cpio'];

$dspam = '"dspam ;

SMAXLEVELS = 14;
$MAXFI LES = 1500;

$M N_EXPANSI ON_QUOTA
enf or ced)
$MAX_EXPANSI ON_QUOTA
enf or ced)

100*1024; # bytes (default undef, not
300*1024*1024; # bytes (default undef, not

$sa_spam subject _tag = ' ***SPAM** '
$defang_virus 1, # M MEe-wap passed infected mai
$def ang_banned 1, # M Me-wap passed mail containing banned name

# OTHER MORE COMMON SETTI NGS (defaults may suffice):

$nyhostname = 'srv3.dnez.alex.fr'; # nmust be a fully-qualified domain
nanme!

$notify nmethod = 'snmtp:[127.0.0.1]: 10026

$forward_nmethod = "sntp:[127.0.0.1]: 10026 # set to undef with milter!
# $final _virus_destiny = D _DI SCARD
# $final _banned_destiny = D _BOUNCE
# $final _spam destiny = D _PASS;
# $final _bad_header_destiny = D _PASS;

# SOVE OTHER VARI ABLES WORTH CONSI DERI NG (see amavi sd. conf-default for
all)



Modifiez certaines parties du fichier :

£ .
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/etc/amavis/amavisd.conf

#
# Section | - Essential daenmon and MIA settings
#

# $nydomai n serves as a quick default for sone other configuration

settl ngs.

ﬁ More refined control is available wth each individual setting further
own.

# $nydomain is never used directly by the program

$nydomain = "alex.fr';

$nyhostnanme = 'srv3.dne. alex.fr';

# POSTFI X, or SENDMAIL in dual -MIA setup, or EXIM V4

# (set host and port nunmber as required; host can be specified
# as | P address or DNS nanme (A or CNAME, but MX is ignored)
$forward _nethod = 'sntp:127.0.0. 1: 10025";

$notify nethod = $f orward_net hod;

# Here is a QU CK WAY to conpletely DI SABLE sonme sections of code
# that WE DO NOT WANT (it won't even be conpiled-in).
# For nore refined controls |leave the followng two |ines commented out,
# and see further down what these two |ookup lists really nean.
# Laissez coomenté les 2 |lignes suivantes pour activer |"antivirus et
spam

@ypass_virus_checks_acl = gwm . ); # uncoment to DI SABLE anti-virus
@ypass_spam checks_acl = qgwm . ); # uncomrent to DI SABLE anti-spam

Any setting can be changed with a new assignnment, so nmake sure
you do not unintentionally override these settings further down!

Wth Postfix (2.0) a quick rem nder on what | ocal domains nornmally are:
a union of domains specified in: $nydestination,

$virtual _alias_domai ns,

# $virtual nmail box_domai ns, and $rel ay_domai ns.

#

#@ ocal domai ns_acl

HHHF HHFHHFH

( ".$nydonmain" ); # $nmydomain and its subdonmains

#@ ocal _domai ns_acl aw) ;

@ ocal _domains_acl = gw.);

# @ocal _domains_acl = gw( .exanple.com);

# @ocal _domains_acl = gw( .exanple.com!host.sub. exanpl e. net
sub. exanpl e. net );

# @ocal _domains_acl = ( ".$nydonai n", '.exanple.com,

'sub. exanple.net™ );



#
# Section |1l - Logging
#

#NOTE: levels are not strictly observed and are sonewhat arbitrary
0: startup/exit/failure nmessages, viruses detected

1: args passed fromclient, sone nore interesting nmessages

2: virus scanner output, timng

3: server, client

4: deconpose parts

5: nore debug details

og level = 2; # (defaults to 0)

H OAHHHHFHH

# Section IV - Notifications/DSN, BOUNCE/ REJECT/ DROP/ PASS desti ny,
guar anti ne
#

# Pour ne pas étre notifié par mail de |la réception d' un virus.
# $virus_adm n = "postnaster\ @nydonmai n"; _ o _
$virus_admin = undef; # do not send virus adnmin notifications (default)

# Pour ne pas étre notifié par mail de la réception d un spam
# $spam admi n = "post mast er\ @mnmydomai n";
$spam adm n = undef; # do not send spam admin notifications (default)

# Location to put infected mail into: (applies to 'local:' quarantine
nmet hod)

# enpty for not quarantining, may be a file (mail box),

# or a directory (no trailing slash)

# (the default value is undef, neaning no quarantine)

#

# Déactive |la quarantaine pour |es virus, suppression direct.
$QUARANTI NEDI R = undef ;

# simlar for spam

# (the default value is undef, neaning no quarantine)

# Déactive | a quarantaine pour |e spam suppression direct.
#$spam quarantine_to = 'spam quaranti ne’'

$spam quarantine_to = undef; # no quarantine

# Add X-Virus-Scanned header field to mail?

$X HEADER TAG = ' X-Virus-Scanned'; # (defaul t: undef)

# Leave enpty to add no header field # (default: undef)
$X_HEADER LI NE = "by amavi sd-new at $nmydomnai n";

#
# Section VI - Resource limts
#

# default val ues, can be overridden by nore specific |ookups, e.g. SQ
$sa_tag | evel deflt 3.0; # Ajoute une info spama partir de ce niveau.
$sa_tag2 |l evel deflt 5.0; # Ajoute 'spam detected' dans |es entétes.
$sa kill level deflt $sa tag2 | evel deflt;



Configuration de Clamav

Adaptez les fichiers suivants (bon par défaut) voir tutoriel Exim4 :

("' Mandrake @debian

/etc/clamav/clamd.conf et/
etc/clamav/freshclam.conf

/etc/clamd.conf et /etc/freshclam.conf

Configuration de Spamassassin

£ +
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Modifiez le fichier /etc/default/spamassassin :

# [etc/defaul t/spamassassin

# WARNI NG read README. spand before using. THERE ARE SECURI TY RI SKS!
# Mettre a 1 pour activer spanmd au démarrage du serveur.

ENABLED=1

# Options

#d(?eS man spand for possible options. The -d option is automatically
added.

OPTI ONS="--create-prefs --max-children 5 —hel per-honme-dir"

Pl DFI LE="/var/ run/ spand. pi d"

# Set nice |evel of spand
#NI CE="- - ni cel evel 15"

Ajoutez les options suivantes dans le fichier :

("' Mandrake @debian

/etc/mail/spamassassin/local.cf /etc/spamassassin/local.cf

# I ndi que dans quell es | angues nous recevons des nail s.
# Les autres | angues auront un mnal us.

ok_l anguages fr en

# Expéditeurs considérés comre surs.

whitelist from*@rv3.dnez. alex.fr *@l ex. fr

# Adresses considerees come du spam (ou a refuser :)
bl acklist_from *@nm crosoft.com

Pour un bon fonctionnement de I'apprentissage de Spamassassin vous devez lui montrer autant de

mails non spammeés que de mails non détectés comme du spam.

Dans votre client de messagerie créez un dossier spam ou vous déplacerez les mails spammeés non
détecté et un dossier bon pour les mails non spammeés.

Dans ces dossiers faites ensuite pour chaque mails :

Fichier > Enregistrer sous > message.eml|

Copiez les sur le serveur Postfix, et a I'aide de la commande "sa-learn” apprenez la reconnaissance
des bons et mauvais mails a Spamassassin :



srv3:/hone/user# sa-learn --spam/repertoire/ mails-spani*
srv3:/hone/user# sa-learn --ham/repertoire/ mail s-bon/*

Configuration de courier-imap et courier-pop

Editez le fichier /etc/courier/authdaemonrc :

aut hnodul el i st =" aut hpant'

aut hnodul el i st ori g="aut hcust om aut hcr am aut huser db aut hl dap aut hpgsql
aut hnysqgl aut hpant

daenpbns=5

Pour activer ou déactiver les différents deamons, éditez les fichiers /etc/courier/ (imapd, imapd-ssl,
pop3d, pop3d-ssl) et changez respectivement la valeur YES ou NO des variables :
(IMAPDSTART, IMAPDSSLSTART, POP3DSTART, POP3DSSLSTART)

Configuration de /etc/resolv.conf

Dans lI'exemple d'implantation, la résolution des noms de domaine vers internet, utilise un serveur
DNS cache sur le serveur Postfix. Ce serveur DNS cache n'aura pas de relations directe avec les
deux autres serveurs DNS dédiés a la résolution des noms des machines de votre réseau local et ne
sera pas informé, ni mit a jour par eux.

# N indiquez pas |es adresses de vos serveurs DNS si vous avez
# installé un serveur DNS cache sur | e serveur Postfix.
naneserver 127.0.0.1

Source : http://www.fatofthelan.com/articles/articles.php?pid=22
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