Exim4en Smarthost

Ce tutoriel développe la mise en place d'un serveur de messagerie Exim4 configuré en Smarthost
(relaye vers un FAI) avec un antivirus Clamav, Spamassassin, fetchmail et Qpopper comme serveur
POP sous Debian Sarge.

Les utilisateurs auront une adresse local (user@alex.fr) qui sera réécrite (user@fai.com) pour sortir
vers internet.

Une liste de correspondance d'adresses mails entre les comptes locaux et FAI permettra de garder
en interne les mails destinés aux utilisateurs du domaine pour éviter de relayer systématiquement
vers le FAl.

Installationdes packages

Surle serveur:

exim4_4.50-4 all.deb

exim4-base_ 4.50-4 i386.deb

exim4-config_4.50-4_all.deb

exim4-daemon-heavy 4.50-4_i386.deb (intégre exiscan-acl par défaut)

clamav_0.83-5 i386.deb
clamav-base 0.83-5_ all.deb
clamav-daemon_0.83-5 i386.deb
clamav-freshclam_0.83-5_i386.deb
clamav-testfiles_0.83-5 all.deb
libclamavl_0.83-5 i386.deb
arj_3.10.20-1_i386.deb
unzoo_4.4-2_i386.deb
unrar_0.0.1-1_i386.deb

fetchmail_6.2.5-10_i386.deb

spamassassin_3.0.2-1_all.deb
spamc_3.0.2-1 i386.deb

gpopper_4.0.5-4 i386.deb



Configurationde Exim4

Lors de l'installation du package ou de sa reconfiguration (dpkg-reconfigure exim4-config) saisissez
les informations suivantes :

I

| Les pagquets Debian d'Exim4 peuvent uttiliser soit un fichier monolithique (/etc/eximd/eximd.conf.template), soit une
| quarantaine de petits fichiers dans yetc/eximd/conf.d/ pour générer la configuration finale.
I
I
i

Une configuration en un seul fichier est plus adaptée aux modifications importantes st est généralement plus stable
alors gu'une configuration éclatée se préte mieux aux petites modifications mais est plus fragile notamment si elle
est notablement modifigée,

Dans le doute, vous devriez éviter de séparer la configuration.

Faut-1l séparer la configuration dans plusieurs fichiers ?

<0ui> '

-Configuration d'Exim v4 (eximd-config) O

veuillez choisir le type de configumation qui correspond le mieux & vos besoins.

Les systémes utilisant des adresses IP dynamiques, notamment la majorité des systémss connectés par intermittence,
doivent le plus souvent &tre configurés pour envoyer les courriels sortants & une artre machine qui sert de relais
(« smarthost »). Vous pouvez choisimr de recevoir du courriel sur de tels systémes ou bien de n'effectuer aucune
distribution locale sauf pour « roott » et « postmaster #.

Type de configuration

Distributiom directe par SMTP (site Internet)

Envol via relais (« smarthost ») - réception SMIP ou fetchmail

Envol via relais (« smarthost ») - pas de courrier local
pistribution locale seulement (pas de réseau)

Conversion manuelle depuis une configuration personnalisée d!'Exim v3
Pas de configuration pour l'instant

<Annulers

- —0 configuration d'Exim v4 (exim4-config) 0-——"-"--"n————n————

| Votre « nom de courriel » est la parttie de l'adresse contenant le nom de machine qui doit &tre écrite sur les

| courriers électroniques ou sur les articles des forums de discussion gue vous postez. Il vient & la suite du nom
d'utilisateur et du caractére @ a moins gue la reécriture ne soit activee.

|
|
| |
I |
1 Ce nom sera également utilisé par d'autres programmes ; i1l doit correspondre au domaine unigue et complétement I
i qualifié (FQDN) d'ot le courrier semkolera provenir. i
I |
|
|
|
|

| Ce nom n'apparaitra pas dans les en-ttétes origines (« From: ») des courriels sortants si vous activez la réécriture.

| Nom de courriel du systéme

<Ol <Annulers




Indiquez la boucle locale et I'lP de votre serveur mail.

- —0 configuration d'Exim v4 (exim4-config) oo
Veuillez indiguer une liste d'adresses IP séparées par le caractére « deux-points » oour lesquelles Exim sera en
attente de connexions entrantes. Les caractéres « deux-points » des adresses IPvS doivent &tre doublés (p. ex.
5fP3::1200::836fr:::).

S1 vous laissez cette entrée vide, Ewim sera & l'écoute sur le pert SMIP de toutes les interfaces réseau
disponibles.

I
I
I
|
I
I
|
| 51 cette machine ne regolt pas directtement de courrier par SMTP depuils d'AUTRES hdotes, mais seulement via des

| services lLocaux comme le programme fetchmail ou votre agent utilisateur de courriel (MUA : « Mail User Agent =) qui
| envoient & « localhost », vous devriez interdire les connexions externes en indiguant 127.0.0.1 ici, ce qui

| désactive les connexions entrantes sur les interfaces réseau publiques.

I

I

I

|

I

I

I

Liste d'adresses IP ol Exim sera en attente de connexions SMIP entrantes

Q.1 1820168.1. 3 |

=Ole= <Annulers

l————— —0 Configuration d'Exim v4 (eximd-config) O
Weuillez indiquer une liste des domaines pour lesquels cette machine est la destipation finale. N'indiquez pas le
nom de courriel ({none)) ou « localhost ».

Par défaut, tous les domaines seront traites & l'identique. 51 vous souhaitez traiter un domaine d'une maniére
différente, wous devrez modifier les fichiers de configuration ultérisurement.

S'1l en existe d'autres, veuillez les indiquer ici, séparés par le caractére « deux-ooints ». Vous pouvez laisser ce
champ vide s'il n'en n'existe pas.

Butres destinations dont le courriel doit étre accepte

=fnnulers=

0 Configuration d'Exim v4 (eximd-config) 0
Veuillez indiquer les domaines pour lesquels vous acceptez de relayer le courriel.

1l s'agit de demaines pour lesquels vous acceptez de relayer les courriels, c'est-&dire acceptez tout ce qui leur
est destiné et émis depuis tout site sur 1'Internet. N'indiquez pas les domaines locaux ici.

Les domaines indiqués 1ci doivent &ftre séparés par des caractéres « deux-points ». Vous pouvez utiliser des
caractéres joker.

Domaines a relayer

<Annuler=




n--—-—— 0 configuration d'Exim v4 (exim4-config) -
Veulllez indiquer 1ci les réseaux de machines locales dont vous acceptez de relayer le courriel.

S1 vous souhaitez en mentionner, indiquez-les 1c1, séparés par des caractéres # dew-points ». Vous dewez utiliser

| I

I I

| Veuillez indiquer une liste de machunes gqui utiliseront ce serveur comme relais de courriel (« smarthost =»].

I I

I I

i le format normalisé adresse/masque ((p. ex. 184.222.242.0/24). |
[
I
I
I
I

Les caractéres « deux-points » des adresses IPvS doiwvent &tre doublés (p. ex. S5f03::1200::836f::::/48).

|
I
|
| Machines & relayer
|
|
I
1

192,16B8.0.0/2

<l <Annuler= I

- 0 configuration d'Exim v4 (eximd4-config) 0-—-—r--on————
Veuillez indiquer le nom d'héte de ILa machine & qui sera envoyé le courriel sortant.

Veuillez consulter jusr/share/doc/eximd-base/README.SMTP-AUTH pour plus d'informatisns sur L'authentification SMTR.
Relais de courriel (« smarthost =) pour cet hate

W =mtp.fal.com |

i <Ok <Annuler= i

- e e —0 configuration d'Exim v4 (exim4-config) ———————————— oo
| Les en-tétes des courriels sortants peuvent &tre réécrits afin qu'ils semblent avoir été émis depuis un autre
systéme : « (none) », « localhost » et « » seront remplacés dans les en-tétes « From: #, « RBeply-To: », « Sender: »

I
I
|
et « Return-Path: ». I
|
|
|

Faut-1l cacher le nom local de courrnel dans les courriels sortants ?

Configuration d'Exim v4 (eximd-config)
Comme wous avez activé le masguage du nom local pour les courriels sortants, 1l est nécessaire
d'indiguer le nom de domaine & utiliser pour les courriels envoyés par les utilisateurs locaux.
s'aglt habituellement du nom de la machine gul regoit normalement leurs courriels.

O les wtilisateurs liront-ils leurs courriels 7

Mom de domaine wisihble pour les utilisateurs locaux

CAnnuler>




I

En fonctionnement normal, Exim effectue des contréles DNS au démarrage, lors de la réception ou de la distribution

de messages, etc. Cela est destiné & la journalisation et permet de minimiser le nonbre de valeurs codées en dur

dans le fichier de configuration. i
I

S1 cet hote n'a pas de connexion pemrmanente vers un serveur de noms et utilise des connexions & la demande, cela

peut avolr comme conséquence que Le lancement d'exim ou le traitement de la file d'attente (méme sans messages en
|
I
I
I
I
I

Cette fonctionnalité ne devrait &tre activée gue pour les hétes utilisant une connexion & la demande.

Faut-1l minimiser les requétes DNS ((connexions & la demande) 7

<oui>  Nonoy :

I
|
I
|
|
I
I
| attente) génére de coiiteuses connexions.
I
|
I
|
I
I
I

L'assistant vous créez le fichier /etc/eximd/updateexim4.conf.confqui contient les variables utilisées
dans /etc/exim4/exim4.conf.template, vérifiez son contenu :

# | et c/ exi md/ updat e- exi nd. conf . conf

#

# Edit this file and /etc/ mail nane by hand and execute update-exi nd. conf
# yourself or use 'dpkg-reconfigure exi nd-config'

dc_exi ntonfig_configtype=" smart host'
dc_ot her _host nanmes='

dc_local interfaces="127.0.0.1:192.168.1.3'
dc_readhost =' srv3. dne. al ex. fr'
dc_rel ay_domai ns="*'

dc_m ni nal dns=' f al se
dc_relay_nets='192. 168. 0. 0/ 24
dc_smarthost ="' sntp.fai.con

CFl LEMODE=" 644"
dc_use_split_config='fal se

dc_hi de_mai |l nane="'true



Modifiez le fichier de configuration d'Exim4 /etc/exim4d/exim4.conftemplate

HHHHHHHHH B R B RHHPHH PR R R R
### mai n/ 01_exi mi-config_|istmacrosdefs
HHHHHHHHH IR HHHPHH R R R R R

AR R I R T T A I R R I T T
# Runtinme configuration file for EXim#
AR R I R T T A I R I T T

HHH R R R R T
# MAI N CONFI GURATI ON SETTI NGS #
HHH R R R R T

# Just for reference and scripts, on debian, the main binary is
# installed as exind
eximpath = /usr/sbin/exind

# Macro defining the nmain configuration directory, we use no abolute
# pat hs.
CONFDIR = /etc/exind

# Pour éviter les tinmeout de Exi men cas de surcharge.
deliver _queue |oad max = 1.0
sntp | oad reserve = 5.0

# Communi cation avec |'antivirus clamav par son socket.
av_scanner = cland:/var/run/cl amav/cl and. ct |

# Conmmuni cation avec spamassassin par son socket.
# Voir les options a passer dans /etc/default/spamassassin pour |"activer.
spand_address = /var/run/ spand. socket

# Define a macro DC_ mnimaldns if dc_m nimal dns=true, to use in
# .i1fdef-statenents otherw se this expands to an enpty |ine
DEBCONFmM ni mal dns DEBCONF

# The next three settings create two lists of domains and one |ist of

host s.

# These lists are referred to later in this configuration using the syntax
# +l ocal _domains, +relay_to_domains, and +relay_from hosts, respectively.
They

# are all colon-separated |ists:

# '@ refers to 'the nane of the | ocal host’

### EXPANSI ON- begi NS ####H#H#HHAHBHFHHHH#HH

domai nli st | ocal _donmai ns = DEBCONF| ocal _domai ns DEBCONF

domai nlist relay _to_donmai ns = DEBCONFrel ay _domai ns DEBCONF

hostlist relay fromhosts = 127.0.0.1 : ::::1 : DEBCONFrel ay_net sDEBCONF

# Specify the domain you want to be added to all unqualified addresses
# here. An unqualified address is one that does not contain an "@
character

# foll owed by a domain. For exanple, "caesar@one.exanple" is a fully
qualified

# address, but the string "caesar" (i.e. just a login nane) is an



unqual i fied

# emai| address. Unqualified addresses are accepted only from |l ocal
callers by

# default. See the recipient_unqualified _hosts option if you want to
perm t

# unqual i fied addresses fromrenote sources. If this option is not set,
t he

# primary_hostname value is used for qualification.

qual i fy_domai n = DEBCONFvi si bl ename DEBCONF

# only used for satellite-system

.i fndef DCreadhost

DCr eadhost = DEBCONFr eadhost DEBCONF
.endif

#for satellite and smarthost-systens
.i fndef DCsmart host

DCsmart host = DEBCONFsmart host DEBCONF
.endif

# listen on all all interfaces?
DEBCONFI i st enonpubl i c DEBCONF
### EXPANS|I ON- ends ###H#H###H##HHHIHIHHHHHH

# The default delivery nmethod. See CONFDI R/ conf.d/transports/ for other
# possibilities

#LOCAL_DELI VERY=DEBCONFI ocal del i ver y DEBCONF

LOCAL_DELI VERY=nmi | _spool

# The gecos field in /etc/passwd holds not only the nane. see passwd(5).
gecos_pattern = ~([",:]7%)
gecos_nane = $1

# define a macro DCconfig_smarthost, DCconfig _satellite, etc. we need this
# for .ifdef ... .endif

DCconf i g_DEBCONFconfi gt ypeDEBCONF = 1

HHEHBHHHHHH BB BB HHHH R R R R RH?

### end main/ 01_exi md-config_listmacrosdefs

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

HHEHHHHHHHH BB BB HHHHH R PR R#?

### mai n/ 02_exi mi-confi g_options

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

# This option defines the access control list that is run when an
# SMIP RCPT command i s received.

#

acl _sntp_rcpt = acl _check_rcpt

# This option defines the access control list that is run when an
# SMIP DATA command i s received.

#

acl _sntp_data = acl _check_data

# Define a nessage size |limt. You can either change it here, or set the
# MESSAGE SIZE LIMT macro. The default (used when MESSAGE SIZE LIMT

# is unset and/or nessage_size limt is unset) is 50 MB

i fdef MESSAGE SIZE LIMT

nmessage_size |imt = 10M



.endif

# If you want unqualified recipient addresses to be qualified with a
di fferent

# domain to unqualified sender addresses, specify the recipient domain
her e.

# If this option is not set, the qualify_domain value is used.

#

# qualify_recipient =

# The follow ng line nust be uncomrented if you want Exi mto recognize
#_addrefses of the form"user@10.11.12.13]" that is, wth a "domain
thgaa:P address) instead of a nanmed domain. The RFCs still require this
Loggl It makes little sense to permt mail to be sent to specific hosts by
# their IP address in the nodern Internet. This ancient format has been
;SES t hose seeking to abuse hosts by using themfor unwanted relaying. If
ﬁoreally do want to support domain literals, uncomment the follow ng |ine,
anee also the "domain_ literal"” router.

ﬁ allow domain_literals

.1 fndef DC_m ni mal dns

# The setting bel ow causes Eximto do a reverse DNS | ookup on all incom ng
# IP calls, in order to get the true host nanme. If you feel this is too

# expensive, you can specify the networks for which a | ookup is done, or

# renove the setting entirely.

#

host _| ookup = *

.endif

# For mnimaldns try to guess the primry_hostnane only once at startup,
when

# runni ng updat e- exi nd. conf

DEBCONF_har dcode_pri mary_host nane_DEBCONF

# The settings bel ow, which are actually the sane as the defaults in the

# code, cause Exi mto nake RFC 1413 (ident) call backs for all incomng
SMIP

# calls. You can limt the hosts to which these calls are nade, and/or
change

# the tinmeout that is used. If you set the timeout to zero, all RFC 1413
calls

# are disabled. RFC 1413 calls are cheap and can provi de useful

I nformati on

# for tracing probl em nessages, but sone hosts and firewalls have probl ens
# with them This can result in a timeout instead of an inmredi ate refused
# connection, leading to delays on starting up an SMIP sessi on.

#

rfcl4l3 _hosts = *

rfcld4l3 _query_tinmeout = 30s

# By default, Exi mexpects all envel ope addresses to be fully qualified,
t hat



# is, they nust contain both a local part and a domain. If you want to

accept

# unqual ified addresses (just a local part) fromcertain hosts, you can
specify

# these hosts by setting one or both of

#

# sender _unqual i fied_hosts =

# recipient_unqualified_hosts =

#

# to control sender and recipient addresses, respectively. Wen this is
done,

# unqual ified addresses are qualified using the settings of qualify_domain
# and/or qualify_recipient (see above).

# If you want Exi mto support the "percent hack" for certain donains,

# uncomment the following line and provide a |ist of domains. The "percent
# hack” is the feature by which nail addressed to xX% @ (where z is one of
# the domains listed) is locally rerouted to x@ and sent on. If z is not
one

# of the "percent hack" domains, x% is treated as an ordinary |ocal part.
Thi s

# hack is rarely needed nowadays; you should not enable it unless you are
sure

# that you really need it.

#

# percent _hack_domains =

# When Exi m can neither deliver a nmessage nor return it to sender, it
"freezes"

# the delivery error nessage (aka "bounce nessage"). There are al so ot her
# circunstances in which nmessages get frozen. They will stay on the queue
for

# ever unless one of the follow ng options is set.

# This option unfreezes frozen bounce nmessages after two days, tries
# once nore to deliver them and ignores any delivery failures.

#

I gnore_bounce_errors_after = 2d

# This option cancels (renoves) frozen nessages that are older than a
week.

#
timeout frozen_ after = 7d
freeze_tell = postnmaster

# Only for interacting with other packages, to make it possible to use
# -DSPOCOLDIR to override it on the conmmand |ine

.1 fndef SPOOLDI R

SPOCOLDI R = /var/ spool / exi md

.endif

spool _directory = SPOOLDI R

# uucp should be able to set envelope-fromto arbitrary val ues
trusted_users = uucp

# uncomment this to get the Debian version in the SMIP di al og
# smtp_banner = "${primary_hostnane} ESMIP Exi m ${versi on_nunber} (Debian
package DEBCONFpackagever si onDEBCONF) ${tod full}"



HHH A AR T A AR A R R A R R AR R R AR R R AR R R
### end mai n/ 02_exi md- confi g_opti ons
HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
HHH A AR T A AR R A R R A R R AR R R AR R R AR R R
### mai n/ 03_exi mi-config_tl soptions
HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
# Exanple for TLS/ SSL configurati on.

# See /usr/share/ doc/ exi mi- base/ READVE. TLS* for expl anations.

# Defines that you want to | og what ci pher your eximand the peer's mailer
# uses to encrypt the transaction. It also defines you want to |og the
Iml

# (D stinguished Nane) of the certificate of the peer.

H

# |l og_selector = +tls_cipher +tls_peerdn
# Defines what hosts to 'advertise' STARTTLS functionality to. Setting

this

# to * wll advertise to all hosts that connect with EHLO, and this is a
# good defaul t

#

# tls_advertise hosts = *

# Defines where your SSL-certificate and SSL-Private Key are | ocat ed.

# This requires a full path. The files pointed to nust be kept 'secret’

# and shoul d be owned ny root. Debi an-exi m node 640 (-rwr----- ). Usually

t he

# exi mgencert script takes care of these prerequisites.

#

# tls certificate = CONFDI R/ eximecrt

# tls_privatekey = CONFDI R/ exi m key

# Afile which contains the certificates of the trusted CAs (Certification
# Authorities) against which host certificates can be checked (through the
# "tls_verify hosts' and "tls_try verify hosts' lists bel ow).

# /etc/ssl/certs/ca-certificates.crt is generated by

# the "ca-certificates" package's update-ca-certificates(8) command.

#

#tls_verify certificates = /etc/ssl/certs/ca-certificates.crt

# A list of hosts which are constrained by "tls verify certificates'. A
host

# that matches "tls_verify _host' nust present a certificate that's

# verifyable through "tls verify certificates' in order to be accepted as
an

# SMIP client. If it does not, the connection is aborted.

#

#tls_verify_hosts =

# A weaker formof checking: if a client matches "tls try verify hosts
(but

# not "tls_verify hosts'), request a certificate and check it agai nst

# "tls verify certificates' but do not abort the connection if there is no
# certificate or if the certificate presented does not match. (This

# condition can be tested for in ACLs through “verify = certificate')

#

#tls_try verify hosts = *

HHEHBHHHHHH BB BB HHHH R R R R RH?

### end mai n/ 03_exi m-config_tlsoptions

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

### acl / 00_exi mi- confi g_header



HAH R R R R

HAH R R B R
# ACL CONFI GURATI ON #

# Specifies access control lists for incomng SMIP nai l
HHHHHHHH B HHHH B HHAH B R HHH R R R R R H B
begi n acl

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end acl/00_exi mi- confi g_header

HHEHBHHHHHH BB BB HHHHH R PR R#?
HHEHHHHHHHH BB R R HHHHH R R HHHHHRRRRHHHHHHRRR#?
### acl / 20_exi mi-config_whitelist | ocal _deny
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

This access control list is used to determine whitelisted senders and
hosts. It checks for CONFDI R/ | ocal host whitelist and

CONFDI R/ | ocal _sender _whitelist.

It is meant to be used from sone other acl entry.

For exanpl e,

deny nessage = | ocal bl acklist exanple

lacl = acl _whitelist

dnslist = sone.dns.list.exanple

will allow nessages with envel ope sender listed in

ocal sender_whiteli st
or nmessages coming in fromhosts listed in |ocal _host_whitelist to be
accepted even if the delivering host is listed in the dns |ist.

Whitelisting can al so be configured by including negative itens in the
black Iist. See /usr/share/doc/exi mi-config/default_acl for details.

If the files do not exist, the white |ist never nmatches, which is
t he desired behavi our.

HHHFHEHFHFH T HHFAHFHFEHFHEHFRER

acl _whitelist_I|ocal _deny:

accept hosts = ${if exi sts{CONFDI R/ | ocal host_whitelist}\
{CONFDI R/ | ocal _host _whitelist}\
{}}

accept senders = ${if exists{CONFDI R/'| ocal sender_whitelist}\
{CONFDI R/ | ocal _sender _whitelist}\

{}}

HHEHHHHHHHH BB R R HHHH R R R R R R#?

### end acl/20_exi mi-config whitelist_|ocal _deny

HHEHBHHHHHH BB BB HHHH R R R R RH?

HHEHBHHHHHH BB BB HHHH R R R R RH?

### acl / 30_exi md- confi g_check_rcpt

HHEHHHHHHHH BB RHHHHH R PR RH?

# This access control list is used for every RCPT conmand in an incom ng
# SMIP nessage. The tests are run in order until the address is either
# accepted or deni ed.

#

acl _check_rcpt:

# Accept if the source is local SMIP (i.e. not over TCP/IP). W do this by
# testing for an enpty sending host field.
accept hosts =:



# The follow ng section of the ACL is concerned with | ocal parts that
contain

# @or %or ! or / or | or dots in unusual places.

#

# The characters other than dots are rarely found in genuine | ocal parts,
but

are often tried by people |looking to circunmvent relaying restrictions.
Therefore, although they are valid in |ocal parts, these rules |ock them
out, as a precaution.

Enpty conmponents (two dots in a row) are not valid in RFC 2822, but Exim
al l ows them because they have been encountered. (Consider |ocal parts
constructed as "firstinitial.secondinitial.fam|ynanme" when applied to
soneone |i ke nme, who has no second initial.) However, a |ocal part
starting

# wth a dot or containing /../ can cause trouble if it is used as part of
a

# file name (e.g. for a mailing list). This is also true for |local parts

t hat

# contain slashes. A pipe synbol can also be troublesone if the |ocal part
IS

# incorporated unthinkingly into a shell conmand |ine.

#

# Two different rules are used. The first one is stricter, and is applied
to

# messages that are addressed to one of the |ocal domains handled by this
# host. It blocks local parts that begin with a dot or contain @% ! / or

| .
# If you have |ocal accounts that include these characters, you will have
to

# nmodify this rule.

deny domai ns = +l ocal _domai ns

| ocal _parts = ~[.] : "*[@8/]]

nmessage = restricted characters in address

HHHFHEHHFHH

# The second rule applies to all other domains, and is less strict. This
# all ows your own users to send outgoing nessages to sites that use

sl ashes

# and vertical bars in their local parts. It blocks |ocal parts that begin
# wth a dot, slash, or vertical bar, but allows these characters within
t he

# local part. However, the sequence /../ is barred. The use of @ % and !
is

# bl ocked, as before. The notivation here is to prevent your users (or

# your users' viruses) fromnounting certain kinds of attack on renote
Sites.

deny domai ns = !+l ocal _donmai ns

| ocal _parts = ~[./|] : ~.*[@B8] : ~.*[\\.\\./

nmessage = restricted characters in address

# Accept mail to postrmaster in any |ocal domain, regardless of the source,
# and without verifying the sender.

#

accept |l ocal _parts = postnaster

domai ns = +l ocal _donmi ns

# Deny unl ess the sender address can be verified.
#



This is disabled by default so that DNS|l ess systens don't break. If
your system can do DNS | ookups w t hout delay or cost, you m ght want
to enable the follow ng |ine.

deny nessage = Sender verification failed

lacl = acl _whitelist_I|ocal _deny

l'verify = sender

Warn if the sender host does not have valid reverse DNS.

#

#

#

#

#

#

#

#

# This is disabled by default so that DNS|I ess systens don't break. If

# your system can do DNS | ookups wi thout delay or cost, you m ght want

# to enable the follow ng |ines.

# warn nessage = X-Broken-Reverse-DNS: no host nane found for |IP address
$sender host address

# lverify = reverse_host _| ookup

# deny bad senders (envel ope sender)

# CONFDI R/ | ocal _sender _bl acklist holds a |ist of envel ope senders that

# shoul d have their access denied to the |ocal host. |Incom ng nessages
# with one of these senders are rejected at RCPT tine.

#
#

The explicit white lists are honored as well as negative itenms in
# the black list. See /usr/share/doc/exi mi-config/default_acl for details.
deny nessage = sender envel ope address $sender_address is locally
bl ackli sted here. If you think this is wong, get in touch with postnaster
lacl = acl _whitelist_I|ocal _deny
senders = ${if exists{CONFDI R/ | ocal _sender bl ackl i st}\

{CONFDI R/ | ocal _sender _bl ackl i st}\

{}}

deny bad sites (1P address)

CONFDI R/ | ocal _host _bl acklist holds a list of host nanes, |P addresses
and networks (CIDR notation) that should have their access denied to
The | ocal host. Messages coming in froma listed host will have al
RCPT statenents rejected.

The explicit white lists are honored as well as negative itenms in

the black list. See /usr/share/doc/exi mi-config/default_acl for details.
deny nessage = sender |P address $sender _host address is locally

bl ackli sted here. If you think this is wong, get in touch with postnaster
lacl = acl _whitelist_I|ocal _deny

hosts = ${if exists{CONFDI R/ | ocal _host bl ackli st}\

{CONFDI R/ | ocal _host _bl acklist}\

HHHFHEHHFHH

{}}
HH# R H R R R R R R R R R R R R R R R R R R AR A
# There are no checks on DNS "bl ack"” |ists because the dommi ns that
contain

# these lists are changing all the tinme. You can find exanpl es of

# how to use dnslists in /usr/share/doc/exi m-confi g/ exanpl es/ acl
HHEHBHHHHHH BB BB HHHH R R R R RH?

# Accept if the address is in a local domain, but only if the recipient
can

# be verified. Qherw se deny. The "endpass" |line is the border between
# passing on to the next ACL statenent (if tests above it fail) or denying
# access (if tests belowit fail).

#

accept domai ns = +l ocal _domai ns

endpass

message = unknown user



verify = recipient

# Accept if the address is in a domain for which we are relaying, but

agai n,

# only if the recipient can be verified.
#

accept domains = +relay_to_domains
endpass

nmessage = unrout eabl e address
verify = recipient

# If control reaches this point, the domain is neither in +l ocal _donains
# nor in +relay_to_domains.

# Accept if the nessage cones fromone of the hosts for which we are an

# outgoing relay. Recipient verification is omtted here, because in many
# cases the clients are dunb MJAs that don't cope well with SMIP error

# responses. If you are actually relaying out from MIAs, you should
probably

# add recipient verification here.

#

accept hosts = +relay_fromhosts

# Accept if the nessage arrived over an authenticated connection, from
# any host. Again, these nessages are usually from MJAs, so recipient
# verification is omtted.

#

accept authenticated = *

# Reaching the end of the ACL causes a "deny", but we mght as well give
# an explicit nessage.

#

deny nessage = relay not permtted

HHHRHHHHHHH B H R HHH TR R TR H R
### end acl/30_exi mi-config_check_rcpt

HHHBHHHHHHH B R PR R TR R R R
HHHBHHHHHHH R R TR R R H T
### acl/40_exi mi-confi g _check_data

HHHBHHHHHHH R R TR R TR R R R
# 40_exi mid- confi g_check_dat a

acl check data:

# On redirige les mails douteux sur un conpte poubelle appel é:
badbox@l ex. fr

# Cette boite sert dans un prenmier tenps a tester notre

# config et une fois fonctionnelle il suffira de faire un lien synbolique
# de /var/ mail/badbox vers /dev/null. (créez |'utilisateur badbox)
#

# Ces extensions (comvbs:bat:cnd: pif:scr:exe) de fichiers joints au mails
sont redirigées.
warn nessage = X-Redirect-To: badbox@l ex. fr

dem me = com vbs: bat:cnd: pi f:scr:exe

# On tag |l e Subject du nmail avec |le nomdu virus détecté.
warn nmessage = Subject: *VIRUS* [ $nal ware_nane] $h_Subj ect
mal ware = *

# On tag | "entéte du nail vérol é avec e nomdu virus détecteée.



warn nessage = Nom du virus detecte ($nal ware_nane)
mal ware = *

# On redirige les mails contenant des types nmine inconnus et ceux
cont enant des virus.
warn nessage = X-Redirect-To: badbox@l ex. fr

demnme = *

mal ware = *

# On tag |"entéte du mail spanme avec notre nom de donmine et |e score de

Spamassassi n.

warn nessage = X-Spam Score: Al ex.fr $spam score ($spam bar)
spam=nobody: true

# On tag |l e Subject du nail avec *SPAM pour bien |'identifier.
warn nessage = Subject: *SPAM $h_Subj ect
spam=nobody

# On redirige les mails ayant un score spam supérieur a 8 (a multiplier
par 10)
warn nessage = X-Redirect-To: badbox@l ex. fr

spam=nobody: true

condition = ${if >{$spam score_int}{80}{1}{0}}

# Add Message-ID if m ssing

warn condition = ${if !def:h_Message-1D: {1}}

hosts = +relay_from hosts

nmessage = Message-|D: <E$nessage i d@pri mary_host nane>

l'verify = header_sender

accept otherw se

accept

HHEHBHHHHHH BB BB HHHH R R R R RH?
### end acl/40_exi mi-confi g_check_data

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
HHEHHHHHHHH BB RHHHHH R PR RH?
### router/ 00 _exi md-confi g_header

HHEHBHHHHHH BB BB HHHH R R R R RH?

# Deny unless the address |ist headers are syntactically correct.
#

# This is disabled by default because it mght reject legitimte nail
# If you want your systemto insist on syntactically valid address
# headers, you m ght want to enable the follow ng |ines.

# deny nessage = Message headers fail syntax check

# lacl = acl _whitelist_I|ocal _deny

# lverify = header_syntax

# require that there is a verifiable sender address in at |east

# one of the "Sender:", "Reply-To:", or "From" header Iines.

# deny nessage = No verifiable sender address in nessage headers

# lacl = acl _whitelist_I|ocal _deny

#

#

HHHHHHHH B HHHH B HHAH B R R R AR R R R R R
# ROUTERS CONFI GURATI ON #

# Specifies how addresses are handl ed #

HHHHHHHH B HHHH B HHAH B R R R AR R R R R R
# THE ORDER | N WH CH THE ROUTERS ARE DEFI NED | S | MPORTANT! #

# An address is passed to each router in turn until it is accepted. #
HHHHHHHH B HHHH B HHAH B R R R AR R R R R R



begin routers

HHH A AR TR A AR A R R AR R R AR R R AR R R AR R R
### end router/00_exi mi-confi g_header

HHH A AR T A AR R A R R A R R AR R R AR R R AR R R
HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
### router/ 100_exi mi-confi g _domain_literal

HHH A AR TR A AR A R R AR R R AR R R AR R R AR R R

# This router routes to renote hosts over SMIP by explicit |P address,

# when an email| address is given in "domain literal” form for exanple,
# <user @192. 168. 35. 64] >. The RFCs require this facility. However, it is
# little-known these days, and has been exploited by evil people seeking
# to abuse SMIP rel ays. Consequently it is commented out in the default
# configuration. If you uncomment this router, you al so need to uncoment
# allow domain_literals above, so that Exi mcan recognize the syntax of
# domain literal addresses.

# domain_literal

# debug_print = "R domain_literal for $local _part@domain"

# driver = ipliteral

# domains = ! +local donmins

# transport = renote_sntp

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
### end router/100_exi mi-confi g _domain_literal

HHH A AR T A R A R R AR R R AR R R AR R R AR R R
HHH A AR TR AR A R R AR R R AR R R AR R R AR R R
### router/ 150 _exi mi- confi g_hubbed_hosts

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R

# route specific domains manual ly.

#

# The nost common application of this router is to handle relaying to
nonl ocal

domains that the local host is primary MX for. That neans that | ocal
i nformati on needs to be present for a domain to be handled correctly.

That information is put into the optional file /etc/eximd/ hubbed_hosts
whi ch contai ns key-val ue pairs of domain pattern and route data.

f 0o. exanpl e: internal.mil.exanple.com
bar . exanpl e: 192.168. 183. 3

wi |l cause mail for foo.exanple to be sent to the host
internal . mail.exanple (I P address derived fromA record only), and
mail to bar.exanple to be sent to 192.168. 183. 3.

If the file /etc/exi m/ hubbed hosts does not exist, this router is a
no- op.

HHHFHEHFHFRHFHERHFRHERHHF

hubbed host s:

debug print = "R hubbed_hosts for $domai n"

driver = manual route

domains = "${if exists{CONFDI R/ hubbed_host s}\

{partial -1search; CONFDI R hubbed_host s}\

fail}"

route_data = ${| ookup{$donai n}partial -l sear ch{ CONFDI R/ hubbed_host s}}



transport = renote_sntp

HHH A AR T A AR A R R A R R AR R R AR R R AR R R
### end router/ 150 _exi mi-confi g_hubbed_hosts

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
HHH A AR T A AR R A R R A R R AR R R AR R R AR R R
### router/200_exi mi-config_primry

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R

# This file holds the primary router, responsible for nonlocal nails

.1 fdef DCconfig_internet

# confi gt ype=i nt ernet

#

# deliver mail to the recipient if recipient domain is a domain we

# relay for. W do not ignore any target hosts here since delivering to
# a site local or even a link |ocal address m ght be wanted here, and if
# such an address has found its way into the MX record of such a donain,
# the local admn is probably in a place where that broken MX record

# coul d be fixed.

dnsl ookup_rel ay_t o_donai ns:

debug print = "R dnsl ookup_relay_to_donmains for $local part @donai n"
driver = dnsl ookup

domains = ! +local _domains : +relay_to_domains

transport = renote_sntp
sanme_domai n_copy_routing = yes
no_nore

# deliver mail directly to the recipient. This router is only reached
# for domains that we do not relay for. Since we nost probably can't
# have broken MX records pointing to site local or link local IP

# addresses fixed, we ignore target hosts pointing to these addresses.

dnsl ookup:

debug print = "R dnsl ookup for $local part @domai n"
driver = dnsl ookup

domains = ! +l ocal _donmains

transport = renote_sntp
sanme_domai n_copy_routing = yes

# ignore private rfcl918 and API PA addresses

I gnore_target_hosts = 0.0.0.0 : 127.0.0.0/8 : 192.168.0.0/16 :\
172.16.0.0/12 : 10.0.0.0/8 : 169.254.0.0/ 16

no_nore

.endif

.1 fdef DCconfig_local

# confi gt ype=l ocal

#

# St and-al one system so generate an error for mail to a non-local domain
nonl ocal :

debug print = "R nonlocal for $local part @donain"
driver = redirect

domains = ! +l ocal domains

all ow fail

data = :fail: Mailing to renote domai ns not supported

no_nore



.endif

.1 fdef DCconfig_smarthost DCconfig_satellite
configtype=snmarthost or configtype=satellite

Send all non-local mail to a single other machine (smarthost).

#

#

#

#

# This nmeans _ALL_ non-local mail goes to the smarthost. This w || npst
# probably not do what you want for domains that are listed in

# rel ay_domai ns. The nost typical use for relay_domains is to contro
# relaying for incomng e-mail on secondary MX hosts. In that case,

# it doesn't make sense to send the mail to the smarthost since the

# smarthost will probably send the nessage right back here, causing a
# | oop.

#
#
#
#

If you want to use a smarthost whil e being secondary MX for sone
domai ns, you'll need to copy the dnsl ookup_relay_to_donains router
here so that nmail to relay_domains is handl ed separately.

# Rout age des virus détectés.

scan_redirect:
driver = redirect
condition = ${if def:h_X-Redirect-To: {1}{0}}
headers_add = X-Origi nal - Reci pi ent: $l ocal _part @donmai n
data = $h_X-Redirect-To:
headers renove = X-Redirect-To

# Rout age des conptes FAl contenu dans un fichier /etc/virtual vers |les
conpt es | ocaux.
forward

debug print = "R forward for $local _part @domai n"

driver = redirect

data = ${I ookup{$l ocal _part @donai n}| search{/etc/virtual}}

dormains = ! +l ocal _donains

file transport = address file

pi pe_transport = address_pi pe

directory transport = address_directory

smart host :

debug print = "R smarthost for $local _part @domai n"
driver = manual route

dormains = ! +l ocal _donains

transport = renote_sntp_snart host
route list = * DCsmarthost bynane
host find failed = defer
same_domai n_copy_routing = yes

no_nore

.endif

# The "no_nore" above neans that all later routers are for

# domains in the local _domains list, i.e. just like Exim3 directors.

HHHHAR AR R AR R R R R R
### end router/ 200 _exi mi-config primry

HHHHAR AR R AR R R R R R
HHHHAR AR R AR R R R R R
### router/ 300_exi md-config_real | ocal



HAH R R R R

real | ocal

debug print = "R real | ocal for $local part @donain"
driver = accept

domai ns = +l ocal _domai ns

| ocal _part_prefix = real -

check | ocal _user

transport = LOCAL_DELI VERY

HHEHHHHHHHH BB R R HHHHH R R HHHHHRRRRHHHHHHRRR#?
### end router/ 300 _exi m-config_real | ocal
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
HHEHHHHHHHH BB BB HHHHH R PR R#?
### router/400_exi mi-config_system al i ases
HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?

# This router handles aliasing using a traditional /etc/aliases file.

#

##### NB You nmust ensure that /etc/aliases exists. It used to be the case
##### NB that every Unix had that file, because it was the Sendnai
defaul t.

##### NB These days, there are systens that don't have it. Your aliases
##### NB file should at |east contain an alias for "postnaster”.

#

Piping to prograns in /etc/aliases is disabled per default.

If that is a problemfor you, see

/ usr/ shar e/ doc/ exi mi- confi g/ README. system al i ases

or expl anation and sone wor kar ounds.

#
#
#
#
#
# Note that the transports listed bel ow are the sane as are used for

# .forward files; you mght want to set up different ones for pipe and
# file deliveries fromaliases.

system al i ases:

debug print = "R system aliases for $local _part @domai n"

driver = redirect

domai ns = +l ocal _domai ns

all ow fail

al | ow_def er

data = ${I ookup{$l ocal part}lsearch{/etc/aliases}}

# user = list

# group = mail

file_transport = address_file

# pipe_transport = address_pi pe

# directory_transport = address_directory

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

### end router/400_exi mi-confi g _system ali ases

HHEHBHHHHHH BB BB HHHH R R R R RH?

HHEHBHHHHHH BB BB HHHH R R R R RH?

### router/500_exi mi-confi g_hubuser

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

.i1fdef DCconfig_satellite

# This router is only used for configtype=satellite.
# It takes care to route all mail targetted to
<sonel ocal user @ hi s. machi ne>

# to the host where we read our nail



#

hub_user:

debug print = "R hub_user for $local part @donain"
driver = redirect

domai ns = +l ocal _domai ns

data = ${l ocal _part} @Creadhost

check | ocal _user

.endif

HHEHHHHHHHH BB R R HHHHH R R HHHHHRRRRHHHHHHRRR#?
### end router/500_exi mi-confi g _hubuser
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
HHEHHHHHHHH BB BB HHHHH R PR R#?
### router/ 600_exi mi-config_userforward
HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?

# This router handles forwarding using traditional .forward files in
users’

# hone directories and filtering with exims builtin filter |anguage.
it

# The no_verify setting neans that this router is skipped when Eximis
# verifying addresses. Simlarly, no_expn neans that this router is
ski pped if

Exi mis processing an EXPN command.

The check_ancestor option neans that if the forward file generates an
address that is an ancestor of the current one, the current one gets
passed on instead. This covers the case where Ais aliased to B and B
has a .forward file pointing to A

The four transports specified at the end are those that are used when
forwardi ng generates a direct delivery to a directory, or a file, or to

pi pe, or sets up an auto-reply, respectively.

HHOFHFHRHFHRHRHHF

user forward:

debug print = "R userforward for $l ocal part @donai n"

driver = redirect

domai ns = +l ocal _donmi ns

check_| ocal _user

file = $hone/. forward

no_verify

no_expn

check_ancest or

allow filter

directory_transport = address_directory

file_transport = address_file

pi pe_transport = address_pi pe

reply_transport = address_reply

ski p_syntax_errors

syntax_errors_to = real - $l ocal _part @donai n
syntax_errors_text =\

This is an automatically generated nessage. An error has\n\
been found in your .forward file. Details of the error are\n\
reported below. Waile this error persists, you will receive\n\
a copy of this nessage for every nmessage that is addressed\n\



to you. If your .forward file is a filter file, or if it is\n\
a non-filter file containing no valid forwardi ng addresses, \n\
a copy of each incom ng nessage will be put in your normal\n\
mai | box. If a non-filter file contains at |east one valid\n\
forwardi ng address, forwarding to the valid addresses wll\n\
happen, and those will be the only deliveries that occur.

HHH A AR TR A AR A R R AR R R AR R R AR R R AR R R
### end router/ 600 _exi m-config_userforward

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
### router/700_exi md-confi g_procmai

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R

procrai | :

debug print = "R procmail for $local part @donain"

driver = accept

domai ns = +l ocal _donai ns

check_l ocal _user

transport = procmail _pipe

require_files = ${local _part}: ${hone}/.procmailrc:+/ usr/bin/procnail
no_verify

no_expn

R R A I R R T A R R I T R T
### end router/700_exi nd-confi g_procnai

R I R A I R R T T A R I T R T
R I R A I R R T T A R I i T R
### router/ 800_exi mi-config_maildrop

R R A I R R T A R R I T R T

mai | dr op

debug print = "R nmaildrop for $local part @donai n"

driver = accept

domai ns = +l ocal _donai ns

check_|l ocal _user

transport = mail drop_pi pe

require_files = ${local _part}:${hone}/.nmailfilter:+/ usr/bin/mildrop
no_verify

no_expn

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end router/ 800 _exi mi-config _maildrop

HHEHHHHHHHH BB BB HHHHH R PR R#?
HHEHBHHHHHH BB BB HHHH R R R R RH?
### router/ 900 _exi mi-config_| ocal _user

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

| ocal _user:

debug print = "R local _user for $local part @donain"
driver = accept

domai ns = +l ocal _domai ns

check | ocal _user

| ocal _parts ="! root

transport = LOCAL_DELI VERY

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end router/ 900 _exi mi-confi g | ocal _user



R M HHH R R AR R R R R R R R R R R R R R R R R
R M HHH R R R R R R R R R R R R R R R R R R R R
### rout er/ mmm_mai | 4r oot

R M HHH R AR R R R R R R R R R R R R R R R R R

# deliver mail addressed to root to /var/mail/mil as user mail: mail
#if it was not redirected in /etc/aliases or by other neans
# Exi m cannot deliver as root since 4.24 (FlIXED_NEVER USERS)
mai | 4r oot :

debug print = "R nmail4root for $local part @domai n"

driver = redirect

domai ns = +l ocal _donmi ns

data = /var/mail/mail

file_transport = address_file

| ocal _parts = root

user = mail

group = nmai

HHEHBHHHHHH BB BB HHHH R R R R RH?
### end rout er/ mm mail 4r oot

HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?
HHEHHHHHHHH BB BB R HHHHHH R R R R R#?
### transport/00_exi mi-confi g_header

HHEHBHHHHHH BB BB HHHH R R R R RH?

HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?

# TRANSPORTS CONFI GURATI ON #

HHEHHHHHHHH BB BB HHHHH R PR R#?

# ORDER DCES NOT MATTER #

# Only one appropriate transport is called for each delivery.
HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?

# A transport is used only when referenced froma router that successfully
# handl es an address.

begin transports

R M HHH R AR R R R R R R R R R R R R R R R R R
### end transport/00_exi mi-confi g_header

HUH TR R R R R R R R R R R R R R R R R R R
R M HHH R AR R R R R R R R R R R R R R R R
### transport/30_exi mi-confi g _address_file

HHH T HH R R R R R R R R R R R R R R R R R R R R

# This transport is used for handling deliveries directly to files that
are

# generated by aliasing or forwarding.

#

address_file:

debug print = "T. address file for $local part @donai n"

driver = appendfile

delivery_date_add

envel ope_t o_add

return_path_add

HHH T HH R R R R R R R R R R R R R R R R R R R
### end transport/30_exi mi-config_address _file
HHH T HH R R R R R R R R R R R R R R R R R R R



HHEHHHHHHHH BB R R HHHHHH R H R R R#?
### transport/30_exi mi-confi g_address_pi pe
HHEHBHHHHHH BB BB HHHH R R R R RH?

# This transport is used for handling pipe deliveries generated by alias
or

# .forward files. If the commands fails and produces any output on

st andard

# output or standard error streams, the output is returned to the sender
# of the nessage as a delivery error.

# You can set different transports for aliases and forwards if you want to
# - see the references to address_pipe in the routers section above.
addr ess_pi pe:

debug print = "T:. address_pi pe for $l ocal part @donai n"

driver = pipe

return_fail _output

HHEHHHHHHHH BB BB HHHH R R R R R R#?
### end transport/30_exi mi-confi g_address_pi pe
HHEHHHHHHHH BB BB HHHHH R PR R#?
HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?
### transport/30_exi mi-confi g _address_reply
HHEHHHHHHHH BB BB HHHH R R R R R R#?

# This transport is used for handling autoreplies generated by the

filtering

# option of the userforward router.

#

address_reply:

debug print = "T:. autoreply for $local part @domai n"

driver = autoreply

HHEHHHHHHHH BB BB HHHHH R PR R#?
### end transport/30_exi mi-confi g _address_reply
HHEHHHHHHHH BB RHHHHH R PR RH?
HHEHBHHHHHH BB BB HHHHH R PR R#?
### transport/30_exi mi-confi g _mail _spool

HHEHHHHHHHH BB BB HHHHH R PR R#?

# This transport is used for |local delivery to user nail boxes in
traditiona
# BSD nmuai | box fornmat.

#
mai | _spool :
debug print = "T:. appendfile for $local part @donai n"

driver = appendfile

file = /var/mil/$l ocal part
delivery_date_add

envel ope_t o_add
return_path_add

group = nmai

node = 0660

node fail _narrower = false

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end transport/30_exi mi-confi g _mail _spool

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?



### transport/30_exi mi-config _maildir_hone
HHH A AR T A AR A R R A R R AR R R AR R R AR R R

# Use this instead of mail _spool if you want to to deliver to Maildir in
# hone-directory - change the definition of LOCAL_DELI VERY
#

mai | di r _hone:

debug print = "T: maildir_honme for $local part @donai n"
driver = appendfile

directory = $hone/ Mail dir

delivery_date_add

envel ope_t o_add

return_path_add

mai | di r _f or mat

node = 0600

node fail _narrower = false

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
### end transport/30_exi mi-config_mail dir_hone

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
HHH A AR T A AR R A R R A R R AR R R AR R R AR R R
### transport/30_exi mi-confi g_mail drop_pi pe

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R

mai | dr op_pi pe:

debug print = "T:. nmaildrop_pipe for $local part @donai n"
driver = pipe

path = "/bin:/usr/bin:/usr/local/bin"

command = "/usr/bin/mail drop"”

return_path_add
delivery_date_add
envel ope_t o_add

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
### end transport/30_exi mi-confi g _mail drop_pi pe

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R
HHH A AR TR A AR A R R AR R R AR R R AR R R AR R R
### transport/30_exi mi-confi g_procnail _pipe

HHH A AR T A AR A R R AR R R AR R R AR R R AR R R

procmai | _pi pe:

debug print = "T:. procnmail _pipe for $l ocal part @donai n"
driver = pipe

path = "/bin:/usr/bin:/usr/local/bin"

command = "/usr/bin/procmail"

return_path_add
delivery_date_add
envel ope_t o_add

HHEHBHHHHHH BB BB HHHH R R R R RH?
### end transport/30_exi m-config_procmail _pipe
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### transport/30_exi mi-config renote_sntp

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

# This transport is used for delivering nessages over SMIP connecti ons.
renot e_snt p:



debug print = "T:. renote_sntp for $l ocal part @donai n"
driver = sntp

R M HHH R AR R R R R R R R R R R R R R R R R R
### end transport/30_exi mi-config renote_sntp

R M HHH R R AR R R R R R R R R R R R R R R R R
R M HHH R R R R R R R R R R R R R R R R R R R
### transport/30_exi mi-confi g _renote_snt p_smarthost
HHH T HH R R R R R R R R R R R R R R R R R R R R

# This transport is used for delivering nessages over SMIP connections
# to a smarthost. The local host tries to authenticate and does sone
# nodification in headers and return-path.

# This transport is used for smarthost and satellite configurations.
renote_snt p_smarthost:

debug print = "T. renote_sntp_smarthost for $local _part @domai n"
driver = sntp

hosts try auth = ${if exists {CONFDI R/ passwd. client}{DCsnmarthost}{}}
tls _tenpfail tryclear = fal se

DEBCONFheader s_rew i t e DEBCONF

DEBCONFr et ur n_pat hDEBCONF

HHEHHHHHHHH BB BB HHHH R R R R R R#?
### end transport/30_exi mi-config _renote_snt p_smarthost
HHEHHHHHHHH BB BB HHHHH R PR R#?
HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?
### transport/ 35 _exi mi-confi g _address_directory
HHEHHHHHHHH BB BB HHHHH R PR R#?

# This transport is used for handling file addresses generated by alias
# or .forward files if the path ends in "/", which causes it to be treated
# as a directory nane rather than a file nane.

address_directory:

debug print = "T: address_directory for $local part @donai n"

driver = appendfile

envel ope_to_add = true

return_path_add = true

check_string = ""

escape_string = ""

mai | di r _f or mat

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end transport/35_exi m-config_address_directory
HHEHHHHHHHH BB BB HHHHH R PR R#?
HHEHBHHHHHH BB BB HHHH R R R R RH?
### retry/ 00_exi mt- confi g_header

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?

HAH R R B R
# RETRY CONFI GURATI ON #
HAH R R B R

begin retry

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end retry/ 00_exi mi-confi g_header

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?



### retry/ 30_exi md-config
R I R A I R R T T A R I T R

# This single retry rule applies to all dormains and all errors. It
specifies

# retries every 15 mnutes for 2 hours, then increasing retry intervals,
# starting at 1 hour and increasing each tinme by a factor of 1.5, up to 16
# hours, then retries every 6 hours until 4 days have passed since the
first

# failed delivery.

# Pl ease note that these rules only Iimt the frequenzy of retries, the
# effective retry-tinme depends on the frequenzy of queue-running, too.

# See QUEUEI NTERVAL in /etc/default/exind.

# Domain Error Retries

* * F,2h,15m G 16h, 1h, 1.5; F, 4d, 6h

R I R A I R R T T A R I T R T
### end retry/ 30_exi md-config

R R A I R R T A R R I T R T
R I R A I R T A R I T R
### rewrite/ 00_exi mi- confi g_header

R I R A I R R T T A R I T R T

HAH R R R R
# REVWRI TE CONFI GURATI ON #
HAH R R B R

begin rewite

R I R A I R R T T A R I i T R
### end rewite/ 00_exi m-config_header
R R A I R R T A R R I T R T
R I R A I R R T T A R I T R T
### rewite/ 31_eximd-config_rewiting
R I R A I R R T T A R I i T R

# This rewiting rule is particularily useful for dialup users who

# don't have their own domain, but could be useful for anyone.

# It | ooks up the real address of all l|ocal users in a file

*@l ocal _domai ns ${1 ookup{${!l ocal _part}}lsearch{/etc/email -addresses}\
{$val ue}fail} Ffrs

# identical rewiting rule for /etc/ mil nane
DEBCONFr ewr i t eenai | addr esses_mai | name DEBCONF

R I R A I R R T T A R I T R T
### end rewite/31_exinmd-config_rewiting

R I R A I R R T T A R I T R T
R I R A I R R T T A R I T R T
### aut h/ 00_exi mi- confi g_header

R I R A I R R T T A R I T R T

HAH R R B R
# AUTHENTI CATI ON CONFI GURATI ON #
HAH R R R R

begi n aut henticators



HHEHHHHHHHH BB BB HHHHHH R R PR H TR
### end aut h/ 00_exi md- confi g_header

HHEHHHHHHHH BB BB HHHHH R PR R#?
HHEHHHHHHHH BB R R HHH R HHHHHRRRHHHHHHRRR#?
### aut h/ 30_exi md-confi g_exanpl es

HHEHHHHHHHH BB BB HHHHH R P RRR R HHHHHRRR#?

The exanpl es below are for server side authentication; they allow two
styles of plain-text authentication against an CONFDI R/ passwd file

whi ch shoul d have user IDs in the first columm and crypted passwords
In the second. The colums need to be separated by ':'. For CRAM MD5
exi m needs access to the UNECRYPTED passwd - the exanple bel ow assunes
it is avalable in the third colum of CONFD R/ passwd

HHHFHHHF

pl ai n_server:

driver = plaintext

public_nanme = PLAIN

server_condition = "${if crypteq{$3}{${extract{1}{:}{${! ookup{$2}I search
CONFDI R/ passwd}{$val ue}{*:*}}}}}{1}{0}}"

server_set _id = $2

server_pronpts = :

| ogi n_server:

driver = plaintext

public_nane = LOA N

server_pronpts = "Usernane:: : Password::"

server_condition = "${if crypteq{$2}{${extract{1}{:}{${! ookup{$1}I search
CONFDI R/ passwd}{$val ue}{*:*}}}}}{1}{0}}"

server_set _id = $1

cram nd5_server:

driver = cram nd5

publ i c_nane = CRAM MD5

server_secret = ${extract{2}{:}{${! ookup{$1} | search{ CONFDI R/ passwd}
$val ue}fail}}}

server_set _id = $1

HHFHEHFHFRHTTHEHFHERHFHERHTTHTHHFH

Here is an exanpl e of CRAM MD5 aut hentication agai nst PostgreSQL:

psql db_aut h:

driver = cram nd5

publ i c_nane = CRAM MD5

server_secret = ${lookup pgsql { SELECT pw FROM users WHERE user nane =
${quot e_pgsql : $1}' } {$val ue}fail}

server_set _id = $1

H THHFHHFHH

Aut henti cate agai nst | ocal passwords using sasl 2-bin

pl ai n_sasl aut hd:

driver = plaintext

public_nanme = PLAIN

# don't send system passwords over unencrypted connections
server_advertise_condition = ${if eqg{$tls_cipher}{}{0}{1}}
server_condition = ${if saslauthd{{$2}{$3}}{1}{0}}
server_set _id = $2

server_pronpts = :

HHHFHEHFHERHHFH



HHHTHBHHRTHEHH
# See /usr/share/doc/exi mi- base/ README. SMIP- AUTH
HHHHHBHHRTHHEHH

# These exanpl es bel ow are the equivalent for client side authentication.
# They get the passwords from CONFDI R/ passwd.client. This file should have
# three columms separated by colons, the first contains the nanme of the

# mai |l server to authenticate against, the second the usernane and the
third

# contains the password.

### # exanpl e for CONFDI R/ passwd. cl i ent
### mai | . server: bl ah: secret

### # default entry:

### *:bar:foo

cram nmd5:

driver = cram nd5

publ i c_nane = CRAM MD5

client_name = ${extract{1}{:}{3${I ookup{$host}| search*

{ CONFDI R/ passwd. cl i ent}{$val ue}fail}}}

client_secret = ${extract{2}{:}{${!l ookup{$host}l search*
{ CONFDI R/ passwd. cl i ent}{$val ue}fail}}}

# Because AUTH PLAIN sends the password in clear, per default we only
allow it

# over encrypted connections. |If you want to change this disable the
exi sting

# "client send" entry and enable the one below without the "if !eq
{$tls_cipher}{}"

# by renoving the hash-mark (#) at the beginning of the line.

pl ai n:

driver = plaintext

public_nane = PLAIN

client_send = "${if !'eq{$tls_cipher}{}{\

r${extract{1}{::}\

{${| ookup{ $host } | sear ch*{ CONFDI R/ passwd. cl i ent}{$val ue}fail }}}\
r${extract{2}{::}\

{${| ookup{ $host } | sear ch*{ CONFDI R/ passwd. cl i ent}{$val ue}fail }}}\
}fail}"

# client_send = ""${extract {1}{::}{${] ookup{$host}I| search*

{ CONFDI R/ passwd. cl i ent }

{$val ue}fail}}} "${extract{2}{::}{${] ookup{$host}| search*

{ CONFDI R/ passwd. cl i ent }

{$val ue}fail }}}"

# Because AUTH LOG N sends the password in clear, per default we only
allow it
# over encrypted connections. If you want to change this disable the
exi sting
# "client send" entry and enable the one below without the "if !eq
{$tls_cipher}{}"
# by renoving the hash-mark (#) at the beginning of the line.
| ogi n:
driver = plaintext
public_nane = LOA N
client_send = "${if !eq{$tls_cipher}{}{}fail}\
${extract {1}{::}\



{${!| ookup{ $host } | sear ch*{ CONFDI R/ passwd. cl i ent}{$val ue}fail}}} \

o ${extract{2}{::}\

{${| ookup{ $host } | sear ch*{ CONFDI R/ passwd. cl i ent}{$val ue}fail}}}"

# client_send = ": ${extract{1}{::}{${] ookup{$host}| search*

{ CONFDI R/ passwd. client}{$value}fail}}} : ${extract{2}{::}{${I ookup{$host}
| sear ch*{ CONFDI R/ passwd. cl i ent}{$val ue}fail}}}"

HHEHHHHHHHH BB BB HHHHHH R P RR R HHHHHRRR#?
### end aut h/ 30_exi md-confi g_exanpl es
HHEHBHHHHHH BB BB HHHHH R PR R#?



Ajoutez dans le fichier /etc/emailaddressesla liste des correspondances entre vos comptes mails
locaux et FAI.

This is /etc/emnil -addresses. It is part of the exi m package

#

#

# This file contains emai|l addresses to use for outgoing mail. Any | ocal
# part not in here will be qualified by the system domain as normal .
#
#
#

It should contain lines of the form

#user: someone@ sp.com

#ot heruser: someoneel se@not heri sp. com
#

# conptes | ocaux vers FAl

#

arnofear: arnaud@ai.com

| ogi nuserl: jp.dupond@ ai.com

Créez le fichier /etcivirtual qui contiendra la liste des correspondances entre vos comptes mails FAI et
locaux.

#

# /etc/virtual

#

arnaud@ ai . com ar nof ear

j p. dupond@ ai . com | ogi nuser1



Configurationde Clamav

Installez clamav et ses dépendances :

- Configuration de clamav-freshclam —————-—-—---——c i o
démon : freshclam fonctionne en permanence en tant que démon. Vous devriez choisir cela si wotre connexion réseau
est permanente.

ifup.d - freshelam fonctionne en tamt que démon pendant que votre connexion & l'Internet est active. Veuillez
choisiir zela s1 vous utilisez une comrnexion Internet intermittente et gue vous soulsitez éviter que freshclam ne
provoguis 1'établissement de nouvelles connexions.

contréler la fagon dont est mise & Jjour la base de données.

manuelle : pas de lancement automatiique de freshclam. Ce choix est déconseillé car les mises & jour de la base de
données de clamav sont trés fréguenttes.

|
|
|
I
|
|
|
cron : freshclam est démarré par une tache periodique de cron. Choisissez cela si wus souhaltez complétement i
|
|
|
|
I
méthode de mise & jour de "a base de données des virus: |

|

'
1fup.d
cron
manuelle

<0k <annulers

Oconfiguration de clamav-freshelam O
Freshclam a besoin de connaitre lle site de téléchargement de ses bases de données. La valeur par defaut est
database.clamav.net qui correspomd automatiquement & un des nombreux miroirs officiels du monde entier.

Liste de miroirs de téléchargememt (séparés par des espaces)
database.clamav.net

=Annulers




————————————————————————————————————— Configuration de clamav-freshelaml-—————-——-—— oo
S1 vous avez besoin d'utiliser un mandataire HTTP (souvent appelé « proxy ») pour accéder ai monde extérieur, indiguez ses
paramétres icl. Sinon, lalssez ce champ vide.

|
I
I
Les parametres du mandataire doivent &tre indigués avec la forme normalisée « http://hatel:portl/ ». I
I
[
|

http://192.168.1.4: 3125 I

I
I
|
I
I
| Mandataire HTTP (laisser vide pour aucun) :
I
I
I
i <0k> <Annuler> i
I

- ————— Oconfiguration de clamav-freshelam————noooo
5'1l est nécessaire d'indiguer un identifiant et un mot de passe pour le mandataire, veuillez les indigquer ici. Dans
le cas contraire, laissez cette entrée vide.

Ces paramétres doivent étre indiqués avec la forme normalisée « utilisateur :mot de nasse ».

|

| I
| !
I I
| I
i Identifiant pour le mandataire (laisser vide pour aucun) : i
I I
I 1
| I
i <0k = <Annulers i
| I

Veuillez indiquer si vous souhaitez cue clamd soit averti des mises & jour réussies de la base de donénes.
S1 clamd n'est pas averti des mises & jour, le rechargement de sa base de données sera notablement différe (le délai
est de 6 heures par défaut), ce qui peut permettre & des virus de se propager dans Uintervalle, bieh que la base de

données soit & jour.

Faut-1l notifier clamd des mises & jour 7

=0U1=

Modifiez le fichier /etc/clamav/clamd.conf

#Aut omati cally Generated by cl amav-daenon posti nst
#To reconfigure cland run #dpkg-reconfigure cl amav-daenon
#

Local Socket /var/run/cl amav/cl and. ct |

Fi xSt al eSocket

User cl amav

Al | owSuppl enent ar yG oups

ScanMai |

ScanAr chi ve

ScanRAR

Ar chi veMaxRecursion 5

Ar chi veMaxFi | es 1000

Ar chi veMaxFi | eSi ze 10M

MaxDi rect oryRecursion 5

Ar chi veMaxConpr essi onRati o 250

ReadTi neout 180

MaxThr eads 12

MaxConnect i onQueuelLength 15

St reanSaveToDi sk

LogFile /var/log/clamav/cl amav. | og



LogTi ne

LogFi | eVaxSi ze O

PidFile /var/run/clamav/cl and. pi d
Dat abaseDi rectory /var/lib/cl amav/
Sel f Check 3600

ScanOLE2

ScanPE

Det ect Br okenExecut abl es

ScanHTM

Ar chi veBl ockMax

Vérifiez le fichier /etc/clamav/freshclam.conf

# Automatically created by the clamav-freshcl am posti nst
# Comments will get |ost when you reconfigure the clamav-freshcl am package
#

Dat abaseOwner cl amav

Updat eLogFi |l e /var/1 og/cl amav/freshcl am | og
LogFi | eVaxSi ze 0O

MaxAttenpts 5

# Check for new database 12 tines a day

Checks 12

Dat abaseM rror db. | ocal . cl amav. net

Dat abaseDi rectory /var/lib/cl amav/

# Proxy: http://192.168.1.4:3128

HTTPPr oxyServer 192.168.1.4

HTTPPr oxyPort 3128

# Proxy authentication: clamav:nypassword

HTTPPr oxyUser nane cl amav

HTTPPr oxyPasswor d nypasswor d

Noti fyd and

DNSDat abasel nfo current. cvd. cl amav. net

Ajoutez"clamav" au groupe de "Debian-exim" ainsi que les droits en écriture pour le groupe :
svr 3: ~# adduser cl amav Debi an-exi m
svr3: ~# chnod g+w /var/ spool / exi nd4/ scan/



Configurationde Fetchmail

Créez le fichier /etc/fetchmailrc pour rapatrier vos comptes mails FAI.

# letc/fetchmailrc for systemw de daenon node
# This file nmust be chnod 0600, owner fetchnai

# Daenon configuration

# These two are set in /etc/default/fetchnai
set daenon 900 # Pool every 15 mnutes

set syslog # log through syslog facility

set no bouncermail # avoid |oss on 4xx errors
# on the other hand, 5xx errors get

# nore dangerous. ..

set properties ""

HEHBHHHHH BB BB HHHH TR R H T R R R
# Hosts to pool
HEHBHHHHH BB R R HHHHHH R R R R R R

# Set antispamto -1, since it is far safer to use
# that together with no bouncenai

defaul ts:

antispam -1

batchlimt 100

# poll foo.bar.org with protocol pop3
user baka there is |ocal baka here sntphost sntp.foo.bar. org;

#
#
# Liste des utilisateurs FAIl
#
#

Adresse du FAl et protocole.
pol| "pop.fai.conf with protocol pop3

# Conptes FAI rapatriés pour conptes |ocaux et renvoyé par sntp a notre
serveur Exi mi.

user "arnaud" there is "arnofear” here with password "mypassword” snt phost
"srv3.dne.alex.fr";

user "jp.dupond” there is "loginuserl” here with password "sonpassword”
snt phost "srv3.dne. alex.fr";



Configurationde Spamassassin

Ajoutez dans le fichier /etc/default/spamassassinles options suivantes pour que Spamassassin
fonctionne avec un socket :

# [etc/defaul t/spanassassin
# Duncan Fi ndl ay

# WARNI NG pl ease read README. spand bef ore using.
# There may be security risks.

# Mettre a 1 pour activer spand au démarrage du serveur.
ENABLED=1

# Options
# See man spand for possible options. The -d option is automatically
added.

# NOTE: version 3.0.x has switched to a "preforking" nodel, so you

# need to make sure --max-children is not set to anything higher than
# 5, unless you know what you're doing.

# Nous utilisons | e node socket.

OPTIONS="-¢c -m5 -H --socket pat h=/var/run/ spand. socket "

# Pid file

# Where should spand wite its PIDto file? If you use the -u or
# --usernane option above, this needs to be witable by that user.
# O herwise, the init script wll not be able to shut spand down.
PI DFI LE="/ var/run/ spand. pi d"

# Set nice |level of spand
#NI CE="- - ni cel evel 15"

Ajoutez dans le fichier /etc/spamassassin/local.cfles options suivantes :

# This is the right place to custom ze your installation of SpamAssassi n.
#

# See 'perldoc Mil:: SpamAssassin:: Conf' for details of what can be
# tweaked.

#

AR H R R R R R AR R S R R iR

#

# rewite_header Subject *****SPAM****

# report_safe 1

# trusted networks 212.17. 35.

# | ock_nmet hod fl ock

# 1 ndi que dans quell es | angues nous recevons des nail s.

# Les autres | angues auront un nal us.

ok | anguages fr en

# Expéditeurs consi dérés comme surs.
whitelist from*@rv3.dne. alex.fr *@l ex. fr
whitelist from*@ai.com

# Adresses consi dérées comme du spam (ou a refuser :)
bl acklist _from*@n crosoft.com



Pour un bon fonctionnement de I'apprentissage de Spamassassin, vous devez lui montrer autant de
mails non spammés que de mails non détectés comme du spam.

Dans votre client de messagerie créez un dossier spam ou vous déplacerez les mails spammés non
détecté et un dossier bon pour les mails non spammeés.

Dans ces dossiers faites ensuite pour chagque mails :

Fichier > Enregistrer sous > message.eml

Copiez les sur le serveur Exim4, et a l'aide de la commande "sa-learn" apprenez la reconnaissance
des bons et mauvais mails a Spamassassin :

srv3:/hone/user# sa-learn --spam/repertoire/ mails-spani*
srv3:/hone/user# sa-learn --ham/repertoire/ mail s-bon/*



Pour le serveur POP Qpopper, il n'y a pas de configuration a faire. Une fois installé il fonctionne.

Configurationdes Clients mail

Sur vos clients de messagerie vous saisirez :

login et password = compte-local

adresse mail = compte-local@alex.fr

adresse serveur mail (pop/smtp) = srv3.dmz.alex.fr

Si vous n'utilisez pas l'authentification centralisée, comme LDAP, et que vous devez créer vos
comptes utilisateurs sur le serveur mail. Je vous propose ce petit script qui permet de créer un
compte, et d'ajouter l'utilisateur avec ses informations aux fichiers exim4 et Fetchmail.

#!/ bi n/ bash

#

HRHAR AR AR AR AR AR AR R A AR R A AR R R AR

# Ce script doit étre exécuté en root

# 1l sert a :

# 1) Ajouter un conpte utilisateur conposé des 4 ler lettres
# de | ' adresse email et des 4 ler lettres du FAl.

# 2) Ecriture des infos dans les fichiers d eximd et fetchmailrc
HRHAR AR AR AR AR AR AR R A AR R A AR R R AR

#

# Arrét de Fetchmail

[etc/init.d/ fetchmail stop

read -p "tapez |'adresse mail mai |

read -p "tapez | e password du conpte mail : " password
read -p "tapez |le POP du conpte nmail " pop

# Création du | ogin posix.

part 1="echo $mail | cut -b 1,2,3, 4

part2="echo $mail | cut -d @-f 2 | cut -b 1,2,3, 4

| ogi nposi x="echo $partli$part?2’

# Extraction du login mail.
| ogi nmai | =~ echo $mail | cut -d @-f 1°

# Creation de |'utilisateur.
useradd -s /bin/false -m-p $password $| ogi nposi x

# La |igne suivante pernet de crypter |e password.
echo $l ogi nposi x: $password | chpasswd

# Ajout dans les fichiers d' exim.

echo "$l ogi nposi x: $mail" >> /[etc/emnil -addresses

echo "$mail: $l ogi nposi x" >> /etc/virtual

echo "poll $pop with protocol pop3" >> /etc/fetchmailrc

echo "user $loginmail there is $loginposix here with password $password
snt phost sntp.alex.fr;" >> /etc/fetchmilrc

# Redénarrage des services.

fetc/init.d/ eximd rel oad

fetc/init.d/fetchmail start

echo " ##t####H#HH#HHHIHHHHHHH#HHHHHHE"  echo "# Sai sie confirmée #";echo
" HHtHHHHHH TR R R R R R R R



Configurationde /etc/resolv.conf

Dans I'exemple d'implantation, la résolution des noms de domaine vers internet, utilise un serveur
DNS cache sur le serveur Exim4. Ce serveur DNS cache n'aura pas de relations directe avec les
deux autres serveurs DNS dédiés a la résolution des noms des machines de votre réseau local et ne
sera pas informé, ni mit a jour par eux.

# N indiquez pas | es adresses de vos serveurs DNS si vous avez
# installé un serveur DNS cache sur |e serveur Exin%.
nameserver 127.0.0.1

Source : http://duncanthrax.net/exiscan-acl/

Merci a Dominique pour son travail.
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